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Abstract

Smart contracts are contracts that are executed using blockchain technology and operate in
a decentralized, pseudonymous manner and recorded digitally based on computer protocols.
However, their implementation raises concerns from an Islamic perspective due to potential
ethical and legal issues, such as ambiguous contractual terms, lack of transparency, and
potential manipulation of the system by malicious parties. These issues can lead to activities
that contradict Islamic principles. This qualitative study, which employs the content analysis
for collecting data, aims to examine the potential for manipulating smart contracts from an
Islamic perspective. Smart contracts are permissible in Islam as long as they fulfill all the
fundamentals and requirements of a contract as well as do not contain elements that may
contradict an Islamic contract, including uncertainty of the contracting parties, as well as
manipulation of the autonomous system, contract’s subject matter, and the contract’s
objectives. This paper found that smart contract transactions contain several elements that
are inconsistent with Islamic contract principles, including elements of uncertainty on the part
of the contracting parties, as well as manipulation of the autonomous system, and the
contract’s subject matter and objectives. Therefore, the controller of smart contracts needs
to design an approach that is Shariah-compliant to prevent conflicts and enable its
widespread use, especially by Muslims.

Keywords: Manipulation, Smart Contracts, Blockchain, Autonomy, Islamic Contracts

Introduction

A smart contract is a contract executed by contracting parties in a decentralized manner and
digitally recorded based on a computer protocol. The idea of a smart contract was sparked in
1996 by Nick Szabo through a paper entitled 'Smart contracts: Building Blocks for Digital
Markets Smart Contract'. Szabo's definition of a smart contract is a transaction that executes
a contract in a computer protocol with certain criteria. Szabo also suggested that smart
contracts should be created to expand electronic transactions involving the point of sale (POS)
in the digital industry. The computer protocol proposed in a smart contract is a cryptographic
protocol, which is a programme based on mathematical formulas. This protocol is formulated
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around the foci of obscurity or also known as keys, which is divided into two parts, namely
private and public.

In 2014, Vitalik Buterin used Szabo's theory in Ethereum. Ethereum is a smart contract
implemented cryptographically in blockchain technology to facilitate the transfer of
ownership of a contracted subject matter. The input programmed into the smart contract is
based on the decentralized concept that allows only two parties to interact in the contract
without involving an intermediary. Every transaction recorded in a smart contract is charged
based on 'gas'. The value of the 'gas' is the service charge that is based on the size of the
transaction used in the software, which uses its own cryptocurrency payment system called
ether (ETH or Z). Ethereum is the second largest cryptocurrency after bitcoin in the crypto
market. Hence, the smart contract is a Blockchain 2.0 revolution that gives users the ability to
record every transaction cryptographically.

The development of smart contracts as a digital transaction innovation has perfected
various types of transactions, including those in the financial sector (The World Bank Group,
2020). Nevertheless, the innovation of smart contracts implemented in blockchain technology
has restricted the authority’s ability to control and monitor the technology. This is because
blockchain creates a decentralized concept in every transaction carried out in the technology
including smart contracts. The decentralization concept refers to the transfer of enforcement
and control from a centralized entity to the contracting party.

Hence, the smart contract concept also needs to be seen in terms of its compliance to
Islamic contract principles. An Islamic contract must fulfil the principles and conditions as well
as relevant Syariah law. Islamic contract law protects each and every contracting party
involved and ensures that each contract is carried out fairly and in complete trust. In addition,
an Islamic contract also needs to be free from any form of dishonor or influence that might
affect the objective of a contract.

Islamic contracts should also be free from any form of contractual defect such as fraud,
coercion or manipulation etc. Since smart contracts are decentralized and adopt the
autonomy and pseudominity concepts, these contracts are easily manipulated by
irresponsible parties to carry out activities that contradict Islamic principles. Thus, this study
aims to examine the element of manipulation in smart contracts from an Islamic perspective.
This study is preceded by a discussion on the formation of smart contracts according to Islamic
contract principles. This is followed by a discussion on the elements of uncertainty in the
contracting parties, as well as the manipulation of the autonomous system, subject matter of
the contract and purpose of the contract.

Drafting a Smart Contract Based on Islamic Contract Principles

Among the smart contracts that were first introduced was the smart contract that acted as a
program in the Ethereum blockchain introduced by Vitalik Buterin in 2014. Smart contracts
are implemented in blockchain technology to provide users the ability to record every
transaction cryptographically. Smart contracts also provide a transaction that is recorded
using the solidity language (Venegas, 2017). Use of the solidity language in smart contracts
was introduced by Gavin Wood, Hirai Christian Reitweissner and other contributors
(Antonopolous & Wood, 2018). Solidity is an object-oriented high-level language used in
smart contracts. It is influenced by C++, Python and Javacript with the aim of targeting the
Ethereum Virtual Machine (EVM) (Asharaf & Adarsh, 2017). The purpose of using solidity in
smart contracts is to statistically record various agreements in the system. Contracts that can
be recorded in Ethereum include contracts pertaining to sales and purchase, transfer of asset
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ownership, investments and so on. Hence, Ethereum is able to provide opportunities for
developing blockchain technology, including innovation in smart contracts. In other words,
Ethereum innovation refers to the development of smart contracts that are converted into
written form using the software language called solidity. The following is an illustration of
contract writing using the solidity language.

25 const signPromise = web3.eth.accounts.signTransaction(tx, PRIVATE_KEY)
26 signPromise

27 .then((signedTx) => {

28  web3.eth.sendSignedTransaction(

29 sighedTx.rawTransaction,

30  function (err, hash) {

31 if (err) {

32 console.log(

33 "The hash of your transaction is: ",

34 hash,

35 "\nCheck Alchemy's Mempool to view the status of your transaction!"
Diagram 1 lllustration showing the writing of a smart contract using the solidity
language

Source: The Ethereum.org official website

The diagram above is an illustration of the transcription of a recorded transaction using
solidity in a smart contract. The solidity software language used in smart contracts is a form
of writing that is used as an offer and acceptance in a transaction.

In Syariah terms, the offer is called ijab and the acceptance is called gabul. ljab is an
offer given by one party and gabul is the acceptance of the offer by the other party. ljab gabul
is basically carried out by the contracting parties expressing the proclamation. However, it
can also be done in other forms, such as writing, actions, or sign language, to convey the
intention to execute a contract (Mas'um, 2006). ljab gabul needs to be unequivocal and
reflect the wishes of the contracting parties in order to avoid the involvement of gharar
elements in the contract (Lahsasna, 2012). Therefore, the ijab gabul, expressed by the
contracting parties, is one of the fundamentals of an Islamic contract, which is sighah. The
sighah method used in smart contracts based on writings in the software language is a
consent mechanism permissible in Islam. In reference to Figure 1 above, the message in the
25" row shows that the contracting parties who carried out a transaction known as
'web3.eth.accounts.sgnTransactions' had signed the above transaction using a private key. A
private key is a digital signature to confirm and determine the identity of a contracting party
in Externally Own Accounts (EOA) (Yusof, 2016).

Each private key owner has a different private key serial number to distinguish the
identity of the key. Private keys are obtained in the form of characters such as a binary code,
hexademical code, mnemonic phrase or QR code. The owner of the private key is autonomous
so information regarding the key’s owner is not disclosed to other contracting parties.
Therefore, the contracting parties in the schedule only use the pseudonym
'web3.eth.accounts.sgnTransactions' as their identification in the contract without revealing
actual personal information. The private key is required by
'web3.eth.accounts.sgnTransactions' to confirm and agree to submit hash transactions to
other contracting parties. The 30t™ row shows that the transaction was canceled due to an
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error in the delivery of the receipt. The party receiving the acceptance (qabul) confirmed the
bond by replying 'err'. The term 'err' in the 30 row has no meaning in the software that has
been input and transferred to the error code. On the other hand, the recipient of the offer
needs to confirm it by using the private key to agree to accept (qabul) the offer (ijab).
Nevertheless, each transferred transaction is disclosed using a public address.
'web3.eth.accounts.sgnTransactions' provides a public address in the form of a location to
carry out transactions in smart contracts. Public addresses are provided in the form of hash
cryptography to compress the size of public keys. Public keys act as a cryptographic system
that is able to ensure the authenticity and integrity of the message conveyed in the contract.

Therefore, the sighah implemented in a smart contract fulfills the criteria based on
Islamic contract principles. The implementation of sighah using the writing method is
permitted in Islamic law. Furthermore, the use of a private key in the transaction as
confirmation of the contract is allowed in order to obtain consent from each party involved.
However, contracting parties should be reminded to examine and review the contract first
before confirming the transaction. The involvement of sighah in the implementation of smart
contracts is essential to ensure that the transaction is permitted in accordance with Islamic
principles. Each promised transaction must be fair and unequivocal according to the
agreement by all parties without creating any doubt. A written sighah can also help the
contracting parties by using it as proof of a bond between them. The sighah bond in a smart
contract is comparable to an electronic contract transaction (Abdul Rashid, 2019).
Transactions in electronic contracts are regarded as an 'urf' faced by society today, although
society is more inclined to use technology, especially in online sales and purchase
transactions. It is also an innovation in the financial industry that helps the development of
sales and purchase transactions involving the binding of ijab gabul in different locations at
the same time. Hence, transactions in smart contracts using the solidity language software
are valid from the Islamic viewpoint as long as they do not involve elements of contention,
fraud or doubt in the contract. The following is a diagram showing the findings of the study
on forming sighah in smart contracts.

Writing: Using solidity as

Method omputer language to rec

Formation of the sighah in a

smart contract I

ljab gabul agreed by botl
contracting parties usin,

Concepts

The criteria of subject matter
should be submitted to
ublic address given b

Diagram 2 Forming of the agad in a smart contract

Therefore, results of the study on the formation of smart contracts according to Islamic
contract principles indicate the involvement of sighah in ijab gabul. The sighah method used
in smart contracts is one of the types of language software, namely solidity, introduced by
Gavin Wood. Transactions recorded in the software are verified by the contracting parties
using private keys. The use of language software as a signah in the implementation of smart
contracts does not contradict Islamic contract principles. In fact, the concept is an innovation
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in transactions implemented in written form that is permitted under Islamic contract
principles. Meanwhile, location of the transaction carried out by using a public address is in
the form of hash cryptography. The writing used in the transaction must be unequivocal and
explicit to avoid any contradiction and deviation in the agreement. In addition, the contracting
parties also need to understand the meaning of each and every word written in the contract
and need to learn the language software more thoroughly.

Ambiguity Issues in Contracting Parties

The use of pseudominity by contracting parties creates doubt in recognizing the contracting
parties in a smart contract. The main criterion for a contracting party in an Islamic contract is
an individual who has the qualifications to carry out the contractual obligations (Salwani
2012). Since the pseudominity concept is maintained in smart contracts, it has made it difficult
for the software to track and identify the contracting parties. In fact, the main criteria for
contracting parties according to Islamic contract principles are capability (ahliyyah) and
power or authority (wilayah). Capability in an Islamic contract refers to an individual who has
the right to fulfill obligations and responsibilities when implementing a Syariah-compliant
contract (Lahsasna, 2012). Whereas the authority refers to an individual who has the
authority over the contracting party and is recognized based on Syariah law (Azman, 2016).
There is also a general principle regarding the prohibition of an individual involved in the
execution of contracts, which includes those who are mentally unsound, improvident,
bankrupt, mentally disabled or a minor. Implementation of the pseudominity concept in a
smart contract makes it difficult to identify the capability of the contracting parties who
engage in a smart contract. This capability creates doubt as to whether the individual is
qualified based on Islamic contract principles. Hence, there is doubt about the legal criteria
of the contracting party causing the presence of gharar in the compliance of the contracting
party.

The element of gharar in these transactions refers to the existence of the pseudominity
concept, which does not require the personal identification of the contracting party
registered in a smart contract. Personal identification is used in smart contracts by using
language software and hash cryptography. Although smart contract transactions are
conducted based on the willingness of the contracting parties, however, the ability of the
contracting parties based on Islamic contract principles is not identified and is a question
mark.

Therefore, smart contracts do not create a personal identity registration for contracting
parties and make it difficult for the parties involved to trace the true identity and status of
the individual. Moreover, use of the autonomy concept has restricted the authorities in their
efforts to control and monitor the system. This method has created doubt about the status
of the contracting parties because it conceals personal information and this leads to the
element of gharar. This concept is contrary to the fundamentals of an Islamic contract
because Islamic contracts emphasize the “Know Your Customer” (KYC) concept (Abdul Rashid,
2019). The KYC concept is also a standard applied in various financial and banking industries
to clearly and explicitly verify the customer’s information, which involves their risk and
financial profiles (Chen, 2022).

Bank Negara Malaysia (2019) has issued a draft guideline proposal for implementing e-
KYC or electronic entry for individuals in the financial sector. The proposal was mooted to
ensure that the security of e-KYC transactions is guaranteed, they have structured supervision
or monitoring and control measures related to Anti-Money Laundering and Anti-Terrorism
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Financing are more effective. The e-KYC standard is also consolidated by incorporating
artificial intelligence to detect the user's face and optics (Wee et al., 2021). Contracting parties
involved in smart contracts exhibit the element of gharar when determining the legal
conditions of the contracting parties' qualifications based on Islamic contract principles. Legal
conditions must be complied with and is an obligation under Islamic law. However, if a
contract contains elements that violate or create doubt in the legal terms of an Islamic
contract, then the contract becomes void (Ruzian et al., 2020). Thus, the operator needs to
ensure that the contracting parties must followed the requirements of Islamic contracts. The
requirements of Islamic contract have been throughout and referring to Sharia compliance to
guide and protect every parties involved. Hence, smart contracts able to implement the e-
KYC standard issued by the Bank Negara Malaysia for supervise and monitor the credentials
of contracting parties in them. This following to ensure the contracting parties has the ability
to engage in the execution of the contract.

Manipulating the Autonomy Concept in Smart Contract Transactions

The main concept of a smart contract is to practice and provide autonomy to the parties
involved in the technology. Autonomy means that the parties involved in any transaction are
not controlled by an external entity. Autonomy also means the use of pseudonyms by
contracting parties without identifying them or revealing their personal information (Mohd
Asri, 2018). The autonomy concept was implemented in smart contracts in 2016 and was
better known as Decentralized Autonomous Organization (DAO) (Siegel, 2016; Kuhn, 2020).
The DAO was formed as a virtual entity in a smart contract that is responsible for executing
each recorded transaction (Falkon, 2017). This is because every activity carried out in the
blockchain technology is in the form of algorithms and a mutually agreed upon platform
involving virtual and autonomous entities. DAOs are responsible for reducing transaction
costs and adopt mutual consent rules that are bound only in crypto tokens. However, the DAO
is not bound by any legal provision. In fact, DAO members are individuals with unknown
backgrounds, especially with the need to interact openly with the members.

Autonomy is also applied to the contracting parties’ personal information. Contracting
parties do not need to legally register their names or personal information in order to execute
smart contracts. Conversely, contracting parties are only allowed to register using the
pseudominity concept. Pseudominity refers a fictional name or pen name or pseudonym used
for a specific purpose (Jeetun, 2013). This concept was established to ensure a more practical
implementation of providing ideological satisfaction to privacy in a radical manner (Certik,
2022). Unfortunately, this concept has given the opportunity to some irresponsible parties to
use this technology for carrying out illegal activities.

The Child DAO under the DAO structure was hacked on June 18, 2016 for 3.6 million
ether (Siegel, 2016). A letter was publicly issued by an individual autonomously stating that
the money he had hacked was done so 'legally' and in compliance with the rules in Ethereum
(Finley, 2021). The party also threatened to take legal action if there was interference from
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any party. Until now, the owner of the letter has not been identified because it was written
in Ethereum.

----- BEGIA SIGAED MESSAGE ss==s
I. To the DAl srd the Dtheress comsunlty,

I hss corefully scenired the code of The DA mad decided fo pertlcipeis safter finding the festure whers aplitting in rewsrded
with sdditizral sther. T have made use of thdx fewters snd hees rightfully cledmsd 1,641, 08 sther, snd would liks o thank the
oAl for this resard. [T lan sy usdervisrdisg thet the A code corbsisa thin featurs o promote decsstralizstizn end sccursges the
crextisn aff "child O&Sa".

I sm dinsppedrtsd by thow wha are charscterizisg the ums of thin Lestemiicral fewters sx "theft™. [ = making s =f this
pxplicitly coded Testers an per the et corbrect terme ard oy 1lsd fire hea sdvieed s thadt sy sction 2x fully cospliss® with
Urdted Ltsten criminel s et 1. For refersace pleass revles the termm of the GAD:

“Thee terme =f The OAD Crestion sre wet forth lo the st comirect code esdntiag on the [thersem blzclkchadn ot
Suxbbiitc 2880 1] Foe TR o Ie Tad Tbbdic IRREL]. Hothdrg In thin sxplsnstion of f@rma or in ssy other documsst or comsusdcation may
accdify or sdd ssy siddtionsl obligstSony or guasreriessy beyond thowe et forth n The DAD"n code. Asy and all scplesstory Teras oF
dencriptioes wre merely offered for sducstions] porpoase srd do rat supsrcedes or sodify the ssprecs teras of The OAFw code se®
forth on the bElackchain; t= the scisst you =lisve thers to b ary conflic® or dscrepency bebesen the deacriptdons offersd here
srd the fusctiosality of The DE'n code st DuchbibcZdddrE IS de N cclc? MHObbEc 10041, The DA n code coatrals snd iz forth sll
termy =f The DAD Crestion. "

d. & noft or hard fork would sscnt fo ssdoure of sy lagitissts ssd rightful sther, cladssd legally through the terme of 5 et
covirac®. Lech fork would permsserily smd rrewccshly ruls sll confidence in == galy Dtherem bt slm the Sn the fsld of st
cormiracte sad blsckchain techmalcry. Sery lerge [Thermm bolders will dusg thelir sther, ard developers, reassrchers, snd companies
will Iseres [thereum. Sake oo mintaks: sy fork, aoft o herd, will ferther dssage [theresm and devtroy Stn repumation ssd sppeal.

I recerve 2ll righte to teke oy srd 81l Degel sc¥los speirmt say sceomplicer =F L1dsgltimsts theft, fresxring, o ssdzurs of =y
Isgltinwte sther, ond s sctdwely working wdth ey lew firm. Thoas sccomplices will bBe recelvieg Cesas and Denint nefdoen in the
madl shoritly.

i. I hope this svest beccase an valshles lsarsdng saperisnce for the Ctheres communlty snd wich you all the et of lick.

Wowrn truly,
“Thee EEtmchker™
----- EMO SIEMID MEGRALL sssss

id. Fenuage Hask (Eeccsk)- Do Te sl 11 3] Teedded Tedolc 14c T1 11614 3o 1 P26 sast 57 sbb ] Tdde
Il. Signetsre:
T 11520 11 MG b e c P b wilied 1ol o a5 777 000 B T FRe 00 2 c U LG 07 1ol L0k L G0 A0 B 0 2 i 15 ] 1 17740 S F 5l e el TR0 S0 S P a0 10 1 B nd 3

Diagram 3 The autonomous letter pertaining to the hacking of the DAO
Source: steemit.com

The code input into the DAO has various errors leading the emergence of the case
(Falkon, 2017). Some think this attack is a maneuver, a movement based on skill and the
correct technique, but it is unethical (Price, 2016). After this happened, DAO’s founder only
issued a statement suggesting that investors who invested in the DAO should transfer their
money to another account (Popper, 2016). Until now, this issue has not been resolved and
the money has not been returned to the rightful owner.

Based on the statement above, identifying the contracting parties was only made
known by using the pseudominity identity to introduce the autonomy concept. Figure 1 shows
the use of pesudominity, which is 'web3.eth.accounts.sgnTransactions', in the transaction.
The transaction transfer location was based on the public address provided by the contracting
parties. The following diagram presents information pertaining to the public address
transaction in the smart contract.
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9 eth_sendRawTransaction Q
1 cop
BxT8658275bB843b%acabd8252088945aab44Tdc2547247dcbTadB89T248e7da3466..
21808

18888808813
J@zs

Diagram 4: Smart contract transaction information
Source: The official Alchemy website

Figure 4 shows the location and information related to smart contract transactions
between two contracting parties. Data were recorded using binary code or hash
cryptography. '0:' is the public address, while 'from:' and 'to:' are the public keys owned by
the sender and receiver of the transaction. This autonomy concept is intended to comply with
the establishment of decentralization in the blockchain. The purpose of implementing
decentralization in the blockchain is to block the involvement of intermediaries or
authoritative parties. In fact, this method has led to the use of technology for activities that
are illegal, including non-compliance with Islamic contracts. The analysis of this study is based
on a case study of United States v. Ross Ulbritch. Ross Ulbritch used blockchain technology as
an illegal trading platform. He provided opportunities for sales and purchase activities, such
as illegal weapons, drugs etc. using crypto transactions. Ulbritch chose this technology
because blockchain is able to provide an opportunity to the parties involved to carry out
transactions autonomously and with pseudominity.

Manipulating the Subject Matter of the Contract in a Smart Contract

The autonomy concept adopted by blockchain technology allows contractual activities to be
carried out independently without control from the authorities, which leads to the
involvement of a non-Syariah-compliant subject matter. Data analysis obtained from
Ulbritch's case study shows that blockchain technology was chosen to carry out black market
sales and purchase activities without the knowledge of the authorities. Involvement in the
sale and purchase of illicit drugs is not allowed in Islam and has been determined using the
legislation that prohibits alcohol consumption. The prohibition of alcohol consumption in
Islam mentioned in Surah al-Maidah verse 90 in the al-Qur’an.

Factors that encourage drug abuse can be harmful and risky to one’s own health and
the lives of the community. Another risk factors for drug abuse are drug availability in black
market, loss in external locus of control and sensation-seeking behavior. It also causes
financial losses and addicts tend to lose self-control simply to fulfill their addiction desires
through stealing, mugging or robbery (Rasidah, 2016). Identified drug abusers in Malaysia are
sent for compulsory rehabilitation and treatment programs for two years. This program was
mandated by the Malaysian law if the drug abusers was found guilty under Section 15(1) of
the Dangerous Act 1952 (Act 234) (Awang & Bernama, 2023).

Manipulating the Objective of the Contract (magsad)

Smart contracts also allow investment transactions known as ponzi schemes. A ponzi scheme
is an investment scheme that promises high profits with low risks to investors (Zhang et al.,
2022). However, the profit accruing to investors is not from the sale of a subject matter but
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based on deposits (money) received from new investors. The ponzi scheme, introduced by
Charles Ponzi, is a fraudulent scheme that has been perpetrated for centuries (Weisman,
2020). This method is thought to be zaim, fraudulent, oppressive or deceiving of investors
(Muzakarah National Fatwa Committee, 2009). Forsage is an application that provides ponzi
scheme investments in Ethereum and it managed to earn 2.8 million ether (Redman, 2020).
However, ponzi schemes are strongly prohibited in Islamic law because the returns obtained
from investors are known as windfall or “baseless” profits (Muhammad Fazli Sabri, 2019).
There is also an element of gharar in the transactions because the returns are obtained
without any effort and is ambiguous. In fact, the risk of loss in a ponzi scheme is higher than
the rate of profit because most ponzi scheme investors have to bear high debts due to claims
from new investors (Hashim, 2019).

Conclusion

Smart contracts are the latest innovation in the formation of contracts. Basically, it is
permitted in Islam as long as it fulfills all the fundamentals and conditions of a contract as
well as Syariah principles. However, smart contract transactions contain several elements that
are inconsistent with Islamic contract principles, including elements of uncertainty on the part
of the contracting parties, as well as manipulation of the autonomous system, and the
contract’s subject matter and objectives. Flaws in smart contracts are related to the
contracting parties due to the pseudominity concept that can restrict information regarding
the contracting party's identity, thus, the contracting party's qualifications cannot be
determined. Meanwhile, manipulation of the system causes it to be hacked and contravene
the law. Manipulation of the contract’s subject matter allows irresponsible parties to transact
goods that are not permitted by Syariah. The objective of the contract can be manipulated by
conducting activities that violate the very purpose of the contract itself. Therefore, smart
contract operators need to plan an approach that avoids using such a contract and system in
order to be Shariah-compliant and allow it to be widely used, including by Muslims.
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