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Abstract

The personal data safety of cyber users is a threat in today's digital world. The public knows
that the Covid-19 pandemic has become a catalyst for the digital technology transformation
in the history of human civilization. This article aspires to test a model created to examine the
factors protecting the safety of Malaysian youth's data. The questionnaire is circulated online
among young people aged 19 years to 30 years using multistage random sampling. A total of
535 respondents were selected from Putrajaya and Cyberjaya as a free trial spot area provided
by the government. The instruments are developed based on 11 constructs attitude,
subjective norms, behavioral control, intention, environment support, usefulness, ease of use,
trust, treatment assessment, coping skills, and self-efficacy. The model was analyzed using
Structural Equation Modeling with IBM-SPSS AMOS 27.0 software. This approach is employed
to test the developed model yielded from several established theories such as the Theory of
Planned Behavior (TPB), Decomposed Theory of Planned Behavior (DTPB), Protection
Motivation Theory (PMT), and Social Cognitive Theory (SCT). The results of this study show
that all constructs referred to as MyPROTECT achieved the goodness fit model for this study.

Keywords: Security, Youth Privacy Data, Structural Equation Model, Confirmatory Factor
Analysis, Fitness Index

Introduction

Communication plays a critical role in human interactions, enabling the exchange of ideas,
feelings, and thoughts. It involves more than the simple transmission of information.
Communication is an intricate process encompassing interpreting messages, understanding
the intended meanings, and reacting accordingly (Chen, 1997). The process ofcommunication
is influenced by various factors, including individual traits, social contexts, and cultural norms,
which in turn shape the way we perceive and engage with others and theworld around us.
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Online transactions and communication are part of the demands in today's digital technology
era. Comparisons between countries based on the Global Digital Report (2018) show a rapid
growth in media use prevailing in the country of Saudi Arabia. Between January 2017 and
2018, the Middle Eastern country showed social media use grew by 32% with 1% overcoming
the Indian state. In Southeast Asian countries, it shows that Indonesia is in third place at 23%
and Vietnam is in sixth ranking at 20%.

The impenetrability of the media without being balanced by the awareness of personal data
security threats becomes a multi-party dilemma. The Global Treat Report 2022 mentioned
that eCrime threats accounted for almost 49% compared to other threats. The fears about the
security threat of personal data are real and even more worrying when a total of 78% were
not concerned about their personal information being disclosed through social media
(Chewae et al., 2015). The two main cybercrime categories include cyber-dependent crimes
such as hackers, software, and attack denials and both are cybercrime crimes such as
'phishing', identity theft, cyber romance fraud, and online purchase scams (Wagen & Pieters,
2020).

In addition, the Malaysian Youth Index (MYI) coordinated by the Institute for Youth Research
Malaysia (IYRES) shows that safety indicators when using the internet under the Safety
Domain were at a score of 68.77 (moderate) in 2017 when compared to a score of 76.13
(satisfactory) in 2016. In 2015, this indicator was a score of 76.76 (satisfactory) (IYRES, 2017).
Meanwhile, the same study in 2020 showed that the Media Breach Domain recorded a score
of 59.83, which is at an unsatisfactory level (IYRES 2020) compared to a score of 60.36 or a
medium level in 2019. MYI's showed that scores were declining from low level to
unsatisfactory levels.

Meanwhile, the Global Security Index (GCI) (2020) reported that the Republic of Singapore
recorded the highest score of 98.52 ahead of other countries by being in the first position to
overcome the Indonesian state with a score of 94.88, namely from the third rank falling to the
sixth rank. Furthermore, Malaysia soared to second place with a score of 98.6. GCl uses five
pillars as a mechanism for measuring the stage of cyber safety in the global rankings, namely
legal measures; Technical measures; Organizational measures; Capacity Development, and
Cooperation.

Reflecting on this scenario, this article highlights the models to contribute to the security of
privacy data for youth. The youngster is a valuable asset to a nation and should be guided by
an adult. In nurturing positive youth development, the synergy between young individuals and
adults creates a powerful formula for molding the future of the next generation. Indeed,
young individuals require competencies such as digital literacy, communication, and problem-
solving as integral components of their personal character development phase. In addition,
the data findings outlined in this article play a role in supporting and fortifying the
implementation of the in-force Personal Data Security Act in Malaysia 2010 (Act of 709).

A Theory for behavior change

To understand this social phenomenon, this study used the Theory of Planned Behavior (TPB)
by Icek Azjen (1991) as the basis for the model formation. The decomposed Theory of Planned
(DTPB) by Taylors and Todd (1995), the Protection Motivation Theory (PMT) by Ronald W.
Rogers (1983), and the Social Cognitive Theory (SCT) by Bandura (1991) were used as
predictors of assumptions to improve TPB. The combination of TPB and PMT is appropriate to
be used to describe awareness of the security of personal data, organizational policies, and
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procedures as well as the experience and involvement of individuals influencing the behavior
of individuals in maintaining the security of personal data (Safa et al., 2015).

Method

Targeted Samples

The study sample was selected from Malaysian youths aged 19 years to 30 years. These 535
samples were selected using the multistage random sampling method considering gender,
age, and ethnicity. Putrajaya and Cyberjaya were chosen as the study site which is the location
of a free 5G service trial by the government. The selection of these locations provides an equal
opportunity and probability for the target group to be selected for the study.

Instrument of Measurement

The instrument of study was developed from an adaptation of a literature review conducted
by a previous scholar. There were 11 variables used in this study as a factor to protect the
security of Malaysian youth data during online transactions or communication. The factors are
attitude, subjective norms, behavioral control, intention, environmental support, usefulness,
ease of use, trust, treatment assessment, coping skills, and self-efficacy. The instrument was
divided into five sections with seven Likert scales as an answer option. Since the subject of
study is a group of youths of various educational backgrounds, each item has been tested to
meet the understanding and clarity of the sentence structure.

Data Analysis and Findings

IBM-SPSS AMOS 27.0 software has been used with full information maximum likelihood
estimator through the parametric procedure to test the developed model which provides
more information including standardized loadings, square multiple correlations, construct
correlation, and fitness indexes for concluding model performance. Confirmatory Factor
Analysis (CFA) became a method of choice when assessing the model performance due to its
proven estimation power in confirmatory research.

Scale Validity and Reliability

The measurement model was validated by the CFA method to assess the construct reliability
and validity of each construct of the measurement model. The construct validity in the
measurement model is examined through convergent validity and discriminant validity.
Specifically, the convergent validity can be checked in two ways namely Average Variance
Extracted (AVE) and standardized loadings (the minimum acceptable value is 0.60;
(Afthanorhan et al., 2019). For construct reliability, the measurement model was tested using
composite reliability (CR).

Discriminant Validity

The discriminant validity is achieved through the Discriminant validity index summary to prove
that all constructs in the study are discriminatory to each other (Awang et al., 2018). There
are two calculation methods for analyzing this test which are the Fornell and Larcker (1981)
criterion and Heterotrait-Monotrait method (HTMT). In this study, the Fornell and Larcker
criterion was applied as recommended by many scholars (Afthanorhan et al., 2020).

The SEM procedure used in this study has followed the criteria suggested by the scholars
Fornell & Larcker criterion. A good model is achieved at a discriminant value when it reaches
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a correlation value of less than 0.85 and a diagonal value higher than the value of each
correlation between the constructs used (Fornell & Larcker, 1981).

Average Variance Extracted (AVE) and Composite Reliability (CR)

In this procedure, three tests were conducted to analyze the reliability to achieve convergence
validity requirement which is, Cronbach's Alpha analysis (descriptive for scale if item deleted);
composite reliability (CR) analysis, and average variance extracted (AVE) analysis. The
execution of this analysis aimed to determine the ability of trust based on the mode of
investigation (Jimmi et al., 2021). The Cronbach's Alpha test is performed to test internal
reliability Aftharnohan (2014) and is achieved when the score is greater than 0.70 (> 0.70)
(Nunnally, 1978; Pallant, 2011; Hair et al., 2010).

Model Fitness
Based on the previous scholar’s suggestion, the model studied needs to achieve a goodness
of fit index as detailed in Table 1.

Table 1
Model fitness index

Goodness Index Level of Acceptance Literature

Absolute fit

Root Means Square of Error >.08 - 1.0 (ideal) Browne & Cudek, 1993; Awang,

Approximation (RMSEA) Hui & Zainudin, 2018

Incremental Fit

The Goodness of Fit Index > .85 -.90 (ideal) Joreskog & Sorbo n, 1984; Awang,

(GF1) Hui & Zainudin, 2018

Adjusted goodness-of-fit > .85 -.90 (ideal) Tanaka & Huba, 1985; Awang, Hui

Index (AGFI) & Zainudin, 2018

Comparative Fit Index (CFI) >.85-.90 (ideal) Bentler, 1990; Awang, Hui &
Zainudin, 2018

Tucker-Lewis Index (TLI) >.85-.90 (ideal) Bentler & Bonett 1980); Awang,
Hui & Zainudin, 2018

Normed Fit Index (NFI) >.85-.90 (ideal) Bollen, 1986; Awang, Hui &
Zainudin, 2018

Parsimonious fit

Chi-square/degree of <5.0,<3.0 (ideal) Marsh & Hocevar, 1985; Awang,

freedom (df) Hui & Zainudin, 2018

Source: Awang, Hui & Zainudin, 2018

Results and Discussion

Analysis of the data

Based on the objectives of the study, the CFA exam was carried out by taking all SEM-AMQS
analysis procedures. In this study, the 11 dimensions are attitude (7 items), subjective norms
(5 items), behavioral control (4 items), an environment supportive (2 items), intention (3
items), usefulness (4 items), ease of use (4 items), trust (4 items), treat assessment (5 items),
coping skills (7 items) and self-efficacy (7 items). The loading factor for each item must be >.6
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to achieve a goodness fit index (Hair et al., 2010). Table 2 shows items before and after analysis
in the one-dimensionality approach.

Table 2

Unidimensionality result

No. of the item beforeNo. of the item after delete
deleted item

Environment supportive

Usefulness

Ease of use
Trust
Attitude

Subjective norms
Behavioral control
Treat assessment
Coping skill
Self-efficacy

Intention

2 items 2 items

4 items 4 items

4 items 4 items
4 items 4 items
7 items 7 items
5 items 5 items
4 items 4 items
5 items 5 items
7 items 6 items
7 items 6 items
3items 3 items

The pooled CFA model was conducted based on a conceptual framework of this study
involving 11 constructs. Then the model is acknowledged as the Model of Malaysian Youth
Personal Data Security (MYPROTECT). Table 3, Figure 1, and Figure 2 indicate the number of
items representing the 11 constructs used in the analysis to achieve a goodness fit index.

Table 3

Goodhness fit index

Model MyPROTECT Absolutefit  Incrementalfit Parsimoniousfit
RMSEA CFI TLI NFI X2/df

Before

(52 items) .013 993 993 919 1.084

After

(50 items) .012 995 994 925 1.071

Result Achieved
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As shown in the model, the analysis results indicate the model has achieved the index
requirement value for all measurement indices used. Figures 1 and 2 showed the RMSEA
index recorded .012 meeting the suggestion (Browne & Cudek, 1993) i.e. less than 0.1 (<
0.1); Chisquare/dfis 1,071. Furthermore, the CFl value is .995; the TLI value is .994 and the
NFI value is .925 with 50 items. All three indices exceed .90 (Bentler, 1990; Bentler &
Bonett, 1980). The TLI and NFI indices charge a larger and more complicated score to
achieve than the CFl but only one of the corresponding statistical values is reported to be
highly related (Kenny, 2014). Additionally, CFl is more often used in reporting and is better
than TLI. Both the CFl and the NFI need to be reported in the AMOS output, but Bentler
(1990) argues that the CFl should be the preferred reporting index (Byrne, 2010).

Convergent Validity

Table 4 shows that MyPROTECT was successfully achieved after performing the index-
matching procedure as recommended. The results of the analysis show that Cronbach's Alpha
value for each latent variable meets criteria above 0.70 where, ATT is .892; NS is .891; BC is
.892; INT is .894; ES is .899; USF is .892; EOU is .892; TRS is .891; TA is .889; CS is .892 and SE
is .887.Furthermore, the CR value of MyPROTECT has met the requirements of convergence
validity and reliability which exceeds the value of 0.6. The findings showed that the ATT factor
recorded a value of 0.906; NS recorded a value of 0.872; BC recorded a value of 0.856; INT
recorded a value of 0.828; ES recorded a value of 0.761; USF recorded a value of 0.853; The
EOU recorded a value of 0.841; TRS recorded a value of 0.857; TA recorded 0.875; CS recorded
a value of 0.892 and SE recorded a value of 0.897. Lastly, the AVE value of MyPROTECT shows
that all latent variables record a value of more than 0.5. These latent variables were found to
meet the validity of convergence and composite reliability with a balance between AVE and
CR (Fornell & Larckel, 1981). The latent variable that achieved the AVE score was ATT which is
0.580; SN which is 0.578; BC which is .0598; INT which is 0.617; ES which is 0.615; USF which
is 0.592; EOU which is 0.570; TRS which is 0.600; TA which is 0.584; CS which is 0.578 and SE
which is 0.592.

Table 4
Convergent validity of the construct
Construct Item  Factor loading Cronbach’sAlpha CR AVE
ATT Cc13 .768 .892 0.906 0.580
c14 739
C15 .759
Cle .748
Cc17  .755
c18 .783
c19 .778
SN Cc20 .761 .891 0.872 0.578
c21  .785
c22 742
C23 .768
C24 744
BC C25 .735 .892 0.856 0.598
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Discriminant Validity

Table 5 shows the discriminant validity result. There are two numerous techniques to establish
the discriminant validity namely Fornell & Larcker, and Hetero Trait Mono-trait ratio criterion.
In common factor-based SEM as applied for this study, the Fornell & Larcker criterion is highly
recommended to determine the usefulness of each construct (Afthanorhan, Ghazali & Rashid,
2021). The model is considered discriminant if the construct correlation is below 0.85 and the
diagonal values (bold) are higher than all correlations. In this case, the discriminant validity for
this model is valid and suitable for further investigation.

Table 5
Discriminant validity for MyPROTECT
ESF UOF EAU TRS ATT SN BC TA CS SE INT

ESF 0.784
UOF 0.537 0.770

EOU 0.562 0.563 0.755

TRS  0.585 0.589 0.556 0.775

ATT  0.537 0.539 0.574 0.550 0.762

SN 0.518 0.558 0.566 0.555 0.572 0.760

BC 0.574 0.516 0.528 0.531 0.568 0.541 0.773

TA 0.530 0.571 0.543 0.596 0.605 0.559 0.581 0.764

CS 0.552 0.546 0.582 0.555 0.532 0.557 0.577 0.574 0.760

SE 0.529 0.609 0.623 0.639 0.628 0.609 0.581 0.640 0.584 0.770

INT 0.545 0.590 0.597 0.573 0.563 0.523 0.537 0.545 0.576 0.621 0.785

Structural Model

Figure 3 shows a standardized structural model for MyPROTECT. After deleting two items from
the model due to poor factor loading, the rest of the items meet the acceptable limit of 0.60.
In addition to that, the fitness indexes namely Chisq/df = 1.431 < 3.0; RMSEA= 0.028 < 0.08;
CFl = 0.966 > 0.90; TLI=0.964 > 0.90; and NFI = 0.897 > 0.85 meet the threshold values. The
construct correlation is also lower than 0.85 suggesting that the proposed model is free from
any redundancy issues. To test the construct reliability and validities, the descriptive for scale
if item deleted, composite reliability, average variance extracted, and discriminant validity
were conducted.
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Figure 3

MyPROTECT standardized structural model

Table 6 shows the hypothetical results of this study for MyPROTECT. The findings show that
ATT has a positive and significant relationship with the USF variable with its value (B = .220,
p< 0.05); against EOU with its valuei.e. (B =.362, p< 0.05) and against TRS with values (B =.233,
p< 0.05). Further, BC showed a positive and significant relationship to relationship with ES (B

.237, p< 0.05); against SE (B = .211, p< 0.05); against TA (B = .187, p< 0.05) and against CS (B
.192, p< 0.05). INT shows a positive and significant relationship with ATT i.e. (B = .345, p<

0.05); against SN (B = .197, p< 0.05) and against BCi.e. (B = .338, p< 0.05).

Table 6
Hypothesis result
Result Estimate S.E. C.R. P Significant

ATT <--- UOF .220 .056 3.958 ok par_38
ATT <--- EOU .362 .060 6.015 ok par_39
ATT <--- TRS 233 .049 4,757 ok par_40
BC <--- ES .237 .054 4.402 Hokk par_44
BC <--- SE 211 .060 3.536 ok par_45
BC <--- TA 187 .056 3.343 ok par_46
BC <--- CS .192 .052 3.720 Hokk par_47
INT <--- ATT  .345 .052 6.625 ok par_41
INT <--- SN 197 .046 4.301 ok par_42
INT <--- BC .338 .054 6.202 ok par_43
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Discussion

Based on the current situation and the probability of personal data security threats being
exposed to different ages, it is recommended that the study be conducted more
comprehensively. Researchers also recommended that this study be conducted at the national
level to enable policymakers to receive more comprehensive input. This is because the
researchers used only two locations for this academic study. The study of several locations in
Malaysia by a group of researchers also suggested that further studies be carried out to find
out which geographical positioning factors have different implications (Arifain et al., 2021).

In this specified context, the results of this study will suggest to the Government to broaden
the scope of research data collection, encompassing not just the youth but extending to all
Malaysians, without being confined to the age range of 15-30 years. Drawing from the
collected data it is anticipated that the government and its stakeholders in Youth
Development will utilize this information to formulate strategic plans, policies, or programs,
adapting them for more impactful and efficient implementation.

Moreover, in preventing personal data dissemination issues, the European Union Agency for
Network and Information Security (2017) has outlined four levels of impact of personal data
security threats on individuals namely low, medium, high, and very high impact. Low impact
is defined as individuals may face minor difficulties that they will overcome without any
problems such as wasting time, distraction, discomfort, etc. Moderate impact i.e. the
individual may face significant difficulties that will be overcome despite some difficulties such
as additional costs, denial of access, fear, lack of understanding, stress, minor physical iliness,
and others. High impact is defined as individuals who may face significant consequences that
must be overcome with serious difficulties such as misuse of funds, being blacklisted by
financial institutions, property damage, job loss, impaired health, and others. Lastly, the
impact is very high i.e. individuals who may face significant or insurmountable consequences
such as work disabilities, long-term psychological or physical iliness, death, and others.
Rather than dealing with the repercussions of the severe impacts faced after becoming a
victim of cyber threats, it is more effective to take measures to prevent them. The strategy is
to create awareness and skills at an earlier stage for youths before they become victims of
cybercrime. Precisely, the impact of this severity can be avoided if youths have the skills to
change their behavior of protecting the security of their data while making transactions or
communicating online.Consumerinfo.my (2020) recommends seven simple steps or methods
to protect the personal data and privacy of users online i.e. by using a virtual private network
(VPN); using anti-virus software; carefully sharing it on social media and the internet; using a
stronger and different password for each online account; observing search sites that suddenly
make advertising; update applications and operating systems regularly and always be on duty
using Wi-Fi facilities in public places.

Blog Data Privacy Manager (2021) i.e. One blog site also gives almost the same
recommendation which is to build a strong password; use different passwords for different
social media accounts; change passwords frequently; avoid using a public computer or borrow
a friend's phone to access social media accounts; be wary of using public Wi-Fi in case of
accessing social media accounts; using a VPN, avoid sharing devices to access social media
accounts, avoiding accessing social media links even if shared by friends; protect the device
with a password to protect your social media from being stolen or invaded by unscrupulous
people. Surprisingly, not all youths acquire proficiency in utilizing digital technology. Formal
educational institutions, whether at the school or university level, should be the primary
setting for acquiring strategies that involve technical skills.
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Internet adoption or net citizens always need to remind themselves that the internet is
synonymous with the public, no personal information can be hidden after an individual has
uploaded information in the form of personal data or pictures even on an online platform
(Kumar et al., 2013). In short, if you don't want to be seen then in no case should you upload
personal information using your social media. Personal data breaches are often associated
with human error factors (Hammouchi et al., 2019). It is therefore very important to raise
individuals' awareness of knowledge that can protect the security of their data.

Conclusion

The security of personal data is a concern throughout the world community, especially in the
face of the Covid-19 pandemic. This study supports significantly and positively the behavioral
intent to practice e-commerce (Agarwal & Barn, 2016). A study of e-government services in
Malaysia found that e-government users are more comfortable using e-government services
in their way which is admittedly more user-friendly. Users can do it on their own even if no
one gives guidance to use e-government services at any time (Suki & Ramayah, 2010).

The same goes for the findings of studies on young people in Mexico and Colombia that show
that there is a positive relationship between attitudes toward privacy and security when
communicating or transacting online (Gasteld et al., 2020). Individuals tend to show a positive
attitude if a third party asks for permission to use their data for other service marketing
purposes (Tsang et al., 2004). Meanwhile, according to Shih & Kwoting (2004), the variable of
intent using internet banking can be explained through attitude variables. Attitude is a
psychological bias manifested through the expression of likes or dislikes towards a behavior
(Alice & Shelly, 1993).

In addition, this study also proves that the findings of this study are in line with the main theory
used in this study, TPB. Wherein, the intention is to influence the changing behavior of
protecting the security of Malaysian youth’s data positively and significantly while conducting
banking transactions or communicating online. Meanwhile, the use of PMT for the construct
of coping skills is a strong predictor of the intention of protecting the security of personal data
online (Tsai et al., 2016).

In addition, the findings of a study on the use of online learning among students found that
factors are easy to use and very useful to students of higher learning institutions in Malaysia
(Ramayah et al., 2003). These findings are in line with the combination of the use of TPB and
DTPB in the context of protecting the security of personal data among youth.

This study is important to verify and develop the theory in the social science discipline in the
context of protecting the security of personal data among youths aged 19 to 30 years. Through
this study, TPB can be improved with forecasters from DTPB, PMT and SCT specifically in the
context of protecting the security of youth’s data. The idea of this study which combines four
theories, namely TPB, DTPB, PMT, and SCT with the application of Malaysian youth studies, is
a contribution to the development of social sciences. This approach develops and tests
theoretical models to validate the use of theory in research disciplines based on
communication knowledge. This combination of theories is produced to expand these theories
by illustrating the extent to which these theories can influence the behavior of human’s
behavior protecting the security of their data in the face of the needs and challenges of the
digital world.

The use of different study subjects in research not only supports the original model developed
by a scholar but also releases the opportunity to further expand existing constructs in different
contexts and situations (Xue et al., 2021).
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