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Abstract 
Security awareness is crucial at every stage of the software development life cycle. Studies 
emphasize the importance of addressing security requirements (SR) early in the requirement 
engineering phase to effectively mitigate security issues. However, the software development 
team (SDT) currently lacks sufficient awareness regarding the security requirements 
assurance (SRA) for mitigating security issues in secure software development. The objective 
of this study is to assess the (SDT) security knowledge in early software development. A survey 
was distributed, questions were based on (SR) within the context of security requirement 
engineering (SRE). A total of 58 responded to the survey. The results indicate that the (SDT) 
demonstrates a satisfactory level of knowledge regarding security (KOS), security 
requirements elicitation and analysis (SREA), and approaches within the domain of SRE. 
However, the results pertaining to security requirement assurance (SRA) were found 
unsatisfactory. Descriptive statistics were employed to analyse the mean scores of KOS=3.79, 
SRE=3.61, SREA=3.67, and SRA=2.71. SRE presented the strong Pearson correlation with 
SREA=.596**. Also, regression coefficient produces positive outcome with (SRA) and (SREA). 
Though, software development teams need to collaborate with the researcher to enhance 
the awareness about security requirement assurance during the secure development process. 
Keywords: Software Development Life Cycle (SDLC), Requirement Engineering, Security 
Requirement Engineering, Survey, Software Development Organization (SDO), Security 
Knowledge, Security Requirement Elicitation and Analysis, Security Requirements Assurance 
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Introduction 
Software development enterprises (SDE) are important to the growth of a country's economy 
(Ragkhitwetsagul et al., 2022). Software development enterprises (SDEs) which include 
software startups, are essential for a nation's competitiveness and innovation (Laporte & 
O'Connor, 2016). With the increasing number of software development enterprises, growing 
demand for software has rapidly increased with the increasing reliance of users on the 
software. In today's competitive economic environment, the demand for reliable and secure 
software is growing by the day. It is feasible to create secure software by considering 
functional and nonfunctional requirements in software development process (Li et al., 2017).  

Though, it is crucial from the start to ensure the security of software, to avoid security 
issues later in software development (Niazi et al., 2020). Reason behind security issues and 
software failure is overlooking the security requirements in requirement stage (Li et al., 2017). 
Security requirements include system confidentiality, availability, integrity, accessibility, and 
accountability etc. are the security goals. Security requirements are sometimes added after 
system design (Canedo et al., 2022). This overfitting of security requirements in the current 
architecture of the system results in security vulnerabilities (Zareen et al., 2020). Early 
identification of security requirements  secure the  software systems, According to the 2016 
California Breach Report, “nearly 50 million records of Californians have been hacked and the 
majority of these breaches originated from security failures” (Harris & General, 2016; Sadiq 
et al., 2021). Security is commonly categorized as a non-functional requirement, often leading 
to its validation during the software development's final phase. Nonetheless, emphasizing 
software security during the initial stages is crucial (Khan & Khan, 2018b).  

In recent years, security requirements engineering (SRE) has grown, and security 
frameworks have been proposed in the academic community and other scientific publications 
(Rehman et al., 2018). There are now various approaches to security requirements 
engineering, including “Secure Quality Requirements Engineering” SQUARE, CLASP, secure i*, 
UMLsec , SREP, secure Tropos and  MORSE etc. . Each framework has its advantages and 
limitations and is best suited for a certain function. Nevertheless, these techniques continue 
to lack a complete security requirements process and depend on the knowledge of security 
specialists (Li et al., 2017). Therefore, software engineering teams are faced with a difficult 
decision when selecting an acceptable security requirements engineering approach based on 
their demands and expectations. Thus, the objective of this study is to assess the knowledge 
of software development professionals such as requirement engineers, system analyst, 
software engineers and others on security and SRE approaches. SRE methods, this work will 
help organizations in the development of software to better understand existing security 
initiatives used in the development of secure software. It can also provide researchers with a 
basis for designing and developing new methods of software security and identifying new axis 
of research.(Khan et al., 2020). 

The National Institute of Standards and Technology (NIST) defines security assurance as 
"the degree of certainty that the security features, practices, procedures, and architecture of 
an information system accurately communicate and enforce the security policy." (Jahan, 
Pasco, et al., 2019). The use of security requirement assurance is increasing in the 
development of secure critical systems, especially in industries such as transportation 
systems, medical devices, financial systems, military systems, healthcare, and automotive 
(Mohamad et al., 2021). Therefore, one of the primary reasons for the success of the threats 
and  attacks is lack of attention to the elicitation and analysis of security requirements 
(Anderson, 2020), and cannot be neglected any longer (Rehman et al., 2018). The increasing 
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amount of software security threats, along with increased security awareness, implies that 
software security assurance is no longer an option, but rather a requirement (Khan & Khan, 
2018a).  

The rest of this paper is organized as follows: Section 2 discusses relevant work in the 
domain of security requirements engineering. Section 3 describes the methodology. Section 
4 covers the Results and discussion. Section 5 is concerned with the conclusion and future 
research. 

 
Literature Review 
The rising number of security problems in recent years, forced the research community to put 
security concerns at the top of their list of priorities (Anwar Mohammad et al., 2019). Security 
should be a part of the whole SDLC process, and it should be a part of it right from the start, 
in the requirements phase (Mahmood et al., 2022; Sonmez & Kilic, 2021). Requirement 
Engineering is the fundamental and crucial phase in SDLC (Batta & Srivastava, 2021), because 
this stage is persuaded over to the remaining phases of SDLC (Fernández et al., 2019) 
(Melegati et al., 2019; Ambreen et al., 2016; Mall, 2018; Khan et al., 2021). 

Security concerns are not implemented by software engineers as a continuous process 
in early software development; they are valued at the end of software development 
(Humayun et al., 2023; Nazir & Nazir, 2018). According to the research "Veracode, 2018," 
software developers aren't paying enough attention to security issues; therefore, all 
applications are vulnerable to threats (Weir et al., 2022). The majority of software engineers 
initially do not care about security concerns, Yet, the software engineers are gradually 
realizing that security for requirements engineering is essential for software development 
(Weir et al., 2021; Weir et al., 2022). According to recent study, many software development 
procedures do not clearly contain methods for integrating software security from the early 
stages of software development (Khan & Khan, 2018b).  

Security is considered as a non-functional requirement. Security requirements refer to 
the set of specifications, standards, and measures that must be put in the place to ensure the 
confidentiality, integrity, and availability of information and system in an organization (Yeng 
et al., 2020). Practitioners and researchers have suggested that security related aspects must 
be incorporated in the requirement phase to avoid the rework and stop spreading the 
problems in later stages (Qadir & Ahmad, 2022). Unfortunately, addressing the security 
requirements in requirement engineering phase is still not concrete (Villamizar et al., 2018).  

Several studies describe methods for systematically eliciting security requirements 
(Steinmann & Ochoa, 2022). This Almadani (2022) study explain method for eliciting security 
requirements based on problem and abuse frames, abuse frames and problem frames were 
also employed to capture threats and vulnerabilities (Mufti et al., 2018; Ansari et al., 2022). 
Furthermore, (Zareen et al., 2020) presented a methodology for extracting and modelling 
security requirements from a business process model. Model-oriented security requirements 
engineering (MORSE) has been used in web-based E-Health applications (Li et al., 2017). 
Misuse instances are another technique for eliciting security requirements (Anwar 
Mohammad et al., 2019), Misuse cases were presented to capture security threats and 
requirements (Zareen et al., 2020). Security requirement frameworks should be contained in 
any the SDLC process to enhance the development methodology, such as SQUARE Anwar 
Mohammad et al (2019); Qadir & Ahmad (2022) Mufti et al (2018), CLASP  Qadir & Ahmad, 
(2022) Mufti et al (2018), secure i* , UMLsec Mohammad et al (2019), SREP  (Mufti et al., 
2018), secure Tropos Mohammad et al (2019), MORSE Prabhakaran & Selvadurai (2018)  and 
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many more. According to the findings of two recent studies (Fujdiak et al., 2019; Lopez et al., 
2019) in order to increase developer teams security, it is necessary to "improve software 
engineers security awareness;".  
 
Table 1 
SRE Approaches and their Security Criteria with Requirement Elicitation and Analysis 

 
 

Early in the software development process, proper assurance measures with security 
assurance must be implemented to prevent future problems in critical systems domains 
(Kabir, 2021; Khan & Khan, 2018b; Mohamad et al., 2021). Research studies conducted on 
security assurance are (Marshall, et al., 2019; Mohamad et al., 2021; Maksimov et al., 2019; 
Jahan et al., 2020; Lin et al., 2020; Calinescu et al., 2017; Bloomfield et al., 2017). However, 
the benefit of adding the security assurance for security requirements will raise confidence 
and enhance the integrity of software. Knowing the impact will help stakeholders maximize 
the positive effects to meet security goals/measures (Katt & Prasher).  

 
Research Methodology 
This study adopts a quantitative approach to determine the knowledge level of security and 
awareness of software development teams in perspective of security requirement, security 
requirement assurance and security requirement engineering. The participants of the study 
are software engineers, system analysts, security analysts, business analysts, and product 
managers from software development organizations (SDO’s). Participants were contacted 
using their emails and shared online google form with them to gather data.  
 
Survey 
The survey consists of four major sections. The first section is about general information, 
which includes several listed questions in a systematic order. This section is knowledge about 
security (KOS), which provides a variety of options, evaluated by the participants. Second 
section about security requirement engineering, which provides the necessary information 
and knowledge about SRE domain. Third section of this study focuses on the comprehensive 
analysis of security requirement elicitation and analysis (SREA). To achieve this, a carefully 
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structured series of security questions is presented to the participants in a logical sequence. 
Fourth section is about security requirement assurance (SRA), which provides generic 
information and knowledge about security requirement assurance approaches and its 
understanding. Participants of the survey were selected at random to inquire about the 
security concern in the software development process. The survey was designed in a way to 
ensure that the questions in this survey that effectively covers various concepts, theories and 
practices in security requirements assurance, security requirements elicitation and analysis 
and security requirement engineering. The survey was based on closed-ended questions and 
distributed among the SDO’s participants. The participants were contacted by their emails 
and shared online google form to gather the responses. The participants of the study are 
software engineers, system analysts, security analysts, business analysts, and product 
managers from SDE’s. The SDE’s participants of this study were from Pakistan, Nigeria, and 
Qatar’s small and medium enterprises.  

 
Data Collection 
The data of this study was collected through a survey. In this study, a quantitative method is 
employed to evaluate the amount of knowledge in KOS, SRA, SREA, and the level of awareness 
regarding the SRE domain of software development teams. The concepts of software 
engineering existing theories, literature, modified Sommerville’s requirement engineering 
practices, SRE and SREA existing frameworks were adopted in designing and categorizing the 
survey and its questions (Mufti et al., 2018). This is to ensure that the questions in the survey 
effectively cover various concepts, theories and practices regarding SRE, SRA, KOS, and SREA. 
The survey was validated through feedback from several industrial practitioners who 
conducted a rigorous review of the questions in the survey. This approach aligns with the 
methodology employed in prior surveys, where feedback from industry practitioners has 
proven valuable (Ghani & Besrour, 2012). Notably, the survey's question set was organized 
into four distinct categories: (SRE), (KOS), (SRA), and (SREA). By adopting this categorization, 
we aimed to comprehensively address the relevant areas within the field of software 
engineering while ensuring the survey remained focused and efficient  (Garousi et al., 2016). 
This survey contains a total of 28 closed-ended questions, 10 of which pertain to SREA, where 
5 questions were specifically grouped for security requirement elicitation and 5 questions for 
security requirement analysis, 7 security questions belonged to SRE domain in which 4 
questions were designed for approaches, techniques, and methodologies, and the remaining 
3 were about general SRE awareness, 3 questions were designed about security requirements 
assurance approaches. The rest of the questions belonged to general knowledge of security. 
To measure the survey responses, the Likert scale was used to collect the participants’ 
knowledge and awareness. The Likert scale ranges from 1 to 5 in which 1 refers to no 
knowledge on SRE, SRA, KOS, and SREA and 5 refers to very knowledgeable on SRE, SRA, KOS, 
and SREA.  
 
Data Analysis 
The data was analyzed using descriptive statistics technique which includes mean, standard 
deviation, Pearson’s correlation coefficient and regression analysis. The mean provides a 
measure of central tendency, allowing for a better understanding of the distribution and 
means of the SRE, SRA, KOS, and SREA variables. The Pearson correlation coefficient was used 
to understand the relationship between SRE, SRA, KOS, and SREA variables. This is to 
determine if there is a positive, negative or no correlation between SREA, KOS, SRA and SRE 
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domains. Regression analysis is used to understand the effect of SRA variables towards SRE 
variables. From regression analysis, the understanding of the relationship between the SRA 
domain and SRE domain can be known. In regression the b-coefficient is considered 
statistically significant, when the P value is below the acceptable level of significance, or below 
0.05. Having a significant value below 0.05 indicates the impact and significance of variable. 
IBM SPSS were used to perform all descriptive statistics adopted in this study.   

 
Results and Discussions 
A total of 58 participants that comprises of software engineers, system analyst, security 
analysts, business analysts, and product managers participated in this survey. Participants of 
the survey are practitioners and belongs to well-known enterprises in Pakistan and Qatar. 
There was a good mix of people who worked for different software development enterprises. 
Participants belong to various sectors i.e., Chemical, petroleum, Finance, Education, 
Healthcare, IT industry, Oil and Gas, and Telecom industry, while having responsibilities and 
operating in IT domains. IT was the most common target sector for the companies that hired 
the participants. 
 
Table 2 
Participants Profile Demographics 

Description Frequency % 

Position  

Software engineer 4 6.8 

Business/System Analyst 5 8.6 

Developer (ML, Android, IOS, Flutter) 6 10.3 

SOC Analyst 9 15.5 

Product managers 3 5.1 

Test Engineer / Quality control 2 3.4 

Others 29 50.3 

Industry  

Software and IT 21 36.4 

Oil and Gas  1 1.7 

Banking  2 3.4 

Education 12 20.6 

Media 2 3.4 

Telecom 9 15.5 

Healthcare  1 1.7 

Others 10 17.2 

IT sector  

All participants are from IT and software sector. 58 100 

 
Knowledge of Security  
Knowledge of security refers to the participant’s knowledge with respect to requirements 
engineering. General questions about security were asked. The Mean value of the Knowledge 
of security is 3.79, which means most of the responses have agreed to the given scenario of 
Knowledge of security in the survey.  
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Table 3 
Knowledge of Security with Mean and Standard Deviations 

Security Questions Mean Standard Deviation 

Security awareness in RE 3.9 1.3 

Security role in RE 2.7 1.3 

Security Importance in RE 4.5 0.6 

Prior knowledge about security 3.8 1.0 

Security maintenance in RE 4.1 0.8 

Risk analysis and budget about security 3.3 0.9 

Protect Customer/ supplier data 4.2 1.0 

Protect Intellectual property 4.3 0.8 

Overall Mean of Knowledge of Security 3.79 0.46 

 
Security Requirement Engineering 
Participants have a good understanding of security requirements engineering. They have the 
knowledge and awareness of security requirements, security goals and the identification of 
assets to be protected. However, they have average knowledge and awareness of SRE 
techniques and methodologies. Despite having a good understanding of SRE, the overall mean 
for the SRE questions is 3.61, which indicates the participants have an overall average 
knowledge and understanding of SRE.  
 
Table 4 
Security Requirement Engineering with Mean and Standard Deviations 

Security Questions Mean Standard Deviation 

Awareness about SRE domain 3.6 1.0 

Gathering security requirements using SRE 3.5 1.1 

Knowledge about important security Goals in SRE 3.7 1.0 

Effective SRE techniques for vulnerabilities 3.8 1.2 

Awareness about important assets to be identified 3.7 1.0 

SRE methodologies for security requirements 3.2 1.3 

SRE techniques for security requirements 3.5 1.2 

Overall Mean of Security Requirement Engineering 3.61 0.88 

 
Security Requirement Elicitation and Analysis Knowledge and Awareness 
In Table 5, questions related to risk assessment, prioritization techniques, checklist, protypes 
for vague requirements  and feasibility studies show a higher mean as compared to the rest 
of the security question. This indicates that software development teams are aware of 
security requirements before the commencement of new software development projects. 
Like the SRE domain, questions that are related to techniques and methods of SREA are 
considered as average with a score of 3.5. Nonetheless, the overall mean for SREA domain 
question is 3.67 which indicates that the participants have good overall knowledge and 
awareness of SREA. 
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Table 5 
Security Requirement Elicitation and Analysis with Mean and Standard Deviations 

Security Questions Mean Standard Deviation 

Feasibility study of new projects 3.9 1.0 

Secure prototype for vague requirements 3.9 1.1 

Secure scenario before elicitation process 3.6 0.9 

Security plan for unexpected situation in elicitation 3.7 0.8 

Elicitation techniques reusability for security requirements 3.4 1.1 

Requirement analyst team design security boundary 3.4 0.9 

Security checklist used in RE analysis phase 3.8 1.1 

Prioritization techniques for security requirements 3.9 0.9 

Interaction matrix for security measures in analysis 3.5 1.2 

Risk assessment process in analysis phase 4.3 0.7 

Overall Mean of Security Requirement Engineering 3.67 0.75 

 
Security Requirement Assurance 
From Table 6 the participants have a below average understanding of general security 
requirements assurance. They have very little knowledge and awareness of security 
requirements, assurance approaches and techniques. The overall mean for the SRA questions 
is 2.7, which indicates the participants have very low knowledge and understanding of SRA.  
 
Table 6 
Security Requirement Assurance Mean and Standard Deviations 

Security Questions Mean Standard 
Deviation 

Assurance of security requirements knowledge. 2.8 1.1 

Security assurance techniques for security requirements. 2.6 1.1 

Security assurance metrics techniques for security 
requirements? 

2.6 1.2 

Overall mean of Security assurance 2.71 1.1 

 
Correlation among Variables 
This study has observed a significant positive association between different variables. The 
KOS mean has a moderate positive correlation with SRE and ASR (r=.460**)(r=.234**) and a 
strong positive association of (r= .512**) with SREA. The SRE mean has a strong positive 
correlation with SREA (r= .596**) and moderate positive correlation with KOS and SRA 
(r=.460**)(r=.446**). The SREA mean has a moderate positive correlation with SRA of (r= 
.267**) and a strong positive association of (r= .512** and r=.596**) with KOS and SRE. The 
SRA mean has a moderate positive correlation with KOS, SRE, and SREA of (r= .234**) 
(r=.446**)(r= .267**). The overall result of the correlation reflects a positive association 
between different variables which means they are interconnected and likely to predict an 
association with each other. 
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Table 7 
Correlation among all Variables 

 
Regression Coefficient among Variables 
Table 8 interprets that the regression values of security knowledge produce a positive 
outcome and having a detail knowledge about security in security requirement engineering, 
this will significantly improve the security perspective in early stages of software 
development, as b-coefficient is statistically significant if its “Sig.” or p < 0.05. In this case 
regression coefficients, the P value is significant. It can significantly improve the security level 
and avoid security challenges in the software development process.  
 
Table 8 
Regression Coefficients Table 

Model Unstandardized B Coefficients Std. 
Error 

Standardized 
Coefficients Beta 

t Sig. 

Constant 0.728 0.455  1.6 0.115 

SREA mean 0.602 0.122 0.514 4.924 0 

SRA mean 0.247 0.083 0.309 2.96 0.005 

 
Discussion 
Security requirement engineering is important in addressing security concerns in building 
systems that are secure and resistant to attacks. The methods in SRE assist software 
development teams in aligning the development efforts with security goals, facilitate risk 
mitigation and promote a systematic to security throughout the software development 
lifecycle. Thus, it is important for software development teams to have the knowledge and 
awareness of SRE, SRA and SREA. The findings of the study indicate that software 
development teams have a good overall understanding of KOS, SRE and SREA but lacking in 
practical aspects of SRA. Software development teams have good knowledge and awareness 
of the fundamental concepts in SRE and SREA such as identification assets, threats, and 
security goals but average understanding in the aspects of SRE and SREA methods and 
techniques. This can be attributed to the various methods such as SQUARE, Secure Tropos, 

 KOS Mean SRE Mean SREA Mean SREA Mean 

KOS Mean 
 

Pearson 
correlation 1 .460** .512** 0.234 

Sig. (2-tailed)  0 0 0.077 

N 58 58 58 58 

SRE Mean Pearson 
correlation .460** 1 .596** .446** 

Sig. (2-tailed) 0  0 0 

N 58 58 58 58 

 
SREA Mean 
 

Pearson 
correlation .512** .596** 1 .267* 

Sig. (2-tailed) 0 0  0.042 

N 58 58 58 58 

 
Assurance 
Mean 
 

Pearson 
correlation 0.234 .446** .267* 1 

Sig. (2-tailed) 0.077 0 0.042  

N 58 58 58 58 
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SREP and others with each of these methods adopts different approaches and perspectives. 
This could be a challenge for software development teams to use the most suitable technique 
for a system development project. Even lacking in SRA knowledge is big challenge for 
development process because having inadequate security measures and unidentified risks 
can lead to several challenges, primarily related to the security of software, systems, or 
products being developed or deployed.  

The findings of the study also demonstrate that software development teams do 
acknowledge the necessity to address security concerns in the elicitation and analysis phase 
of a software development project. The findings show a high mean score for the questions 
regarding the need to conduct a feasibility study and risk assessment for new software 
development projects. This shows that software development teams possess the knowledge 
to handle the security requirement issues in the elicitation and analysis phase of a software 
development project. The results show a significant positive association between SRE and SRA 
in terms of the knowledge between the two fields. Given that the SRA and SREA already 
belong to the SRE domain, this is not surprising. This would suggest that requirement 
engineers would be familiar with SRA and SREA if they are familiar with SRE and vice versa. 
This is supported further with the values from regression analysis which indicates a positive 
relationship between SRA and SRE. When software development teams increase their 
knowledge on SRA, SREA, the knowledge on SRE will increase as a result. 

 
Conclusion 
Addressing security concerns early in the development of the lifecycle has become a must-
have feature in software systems. Addressing security in the early stages of software 
development lifecycle is crucial. Thus, it is important for software development teams to be 
aware and knowledgeable in security requirements engineering domain. This research 
examines the security awareness of software development teams with respect to 
requirement engineering. The results demonstrate that the software development team have 
a comprehensive understanding of security and are familiar with SREA and SRE but lacking in 
practical aspects with SRA.  But still researchers need to collaborate with SDOs to enhance 
the level of security knowledge and awareness about SRE and SRA approaches of software 
development teams during the secure development process. In future, this research can be 
enhanced to use it in security requirement elicitation with security requirement assurance for 
better understanding of the security concerns early in the SDLC. 
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