
1747 

Framework for Assessing the Impact of CCTV 
Surveillance Systems on Crime Prevention 

 

Abdulla Salem Al Ashkhari, Norain Ismail 
Faculty of Technology Management and Entrepreneurship, Universiti Teknikal Malaysia 

Melaka, Malaysia 
Email: ad.alashkhari@gmail.com 

Corresponding Author Email: norain@utem.edu.my 

Abstract 
This study addresses several critical challenges associated with the deployment of CCTV 
cameras, including a general lack of understanding about their operation, insufficient IT 
security knowledge, and a misalignment in perceptions among various stakeholders regarding 
public safety maintenance. These issues have sparked extensive debates over the efficacy of 
CCTV surveillance strategies, particularly against the backdrop of increasing community 
unrest. With technological advancements, the potential benefits derived from implementing 
CCTV systems in various nations have come under scrutiny. Moreover, this research 
investigates the influence of factors such as location, institutional frameworks, social values, 
policies, centralized monitoring, technical capabilities, authority control, and privacy concerns 
on the effectiveness of CCTV systems in crime prevention. An integrated model is employed 
to assess these impacts. Empirical findings from the survey indicate significant correlations 
among the chosen variables, enhancing the effectiveness of CCTV usage. The study proposes 
a comprehensive Smart City Surveillance System Effectiveness Framework, aimed at 
monitoring not just major and significant cities but the entire nation. 
Keywords: CCTV, Crime Prevention, System Effectiveness 
 
Introduction 
Recent years have marked the rise of closed-circuit television (CCTV) surveillance as a 
prevalent strategy for crime prevention worldwide. This trend notably began in Great Britain, 
where, from 1996 to 1998, three-quarters of the Home Office's budget was dedicated to CCTV 
initiatives (Armitage, 2002). This funding surge significantly increased the number of CCTV 
systems in Britain, escalating from about 100 in 1990 (Piza, 2018a) to over four million by the 
late 2000s (Piza et al., 2019). Similarly, in the past decade, U.S. cities have made significant 
investments in CCTV, with 49% of local police departments reporting use, a figure that rises 
to 87% in areas with populations exceeding 250,000 (Reaves, 2015). The ubiquity of CCTV has 
led researchers to regard it as a "banal good," a technology so commonplace that it is often 
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overlooked by the public and minimally scrutinized by the media (Goold, Loader, and 
Thumala, 2013; Piza et al., 2019). 
Initially, the expansion of CCTV was driven by political motives and public demand, as 
suggested by Painter and Tilley (1999), who observed that its proliferation in Britain stemmed 
from the perceived political advantage of addressing public crime concerns visibly. Pease 
(1999) criticized the rapid deployment of CCTV for its lack of scientific evaluation, 
commenting on the absence of stringent standards during its widespread adoption. However, 
the landscape of CCTV research has since evolved. The quantity and quality of studies have 
improved, with an increasing number employing rigorous methodologies, such as randomized 
field trials that assess CCTV's effectiveness as a standalone deterrent or as part of broader 
crime prevention strategies (Piza, Caplan, Kennedy, and Gilchrist, 2015). Advanced statistical 
techniques like matching have also been utilized to ensure fair comparisons between 
environments with and without CCTV, thus addressing potential biases (Piza, 2018a; Piza et 
al., 2017). Moreover, some researchers have leveraged naturally occurring events to mitigate 
endogeneity concerns, where CCTV deployment might correlate with unobserved crime-
influencing factors (Alexandrie, 2019). 
CCTV surveillance has become a fundamental component of security strategies in various 
sectors and countries, significantly enhancing public safety and crime prevention (Albayan, 
2017). Additionally, the integration of social media has improved communication and 
marketing strategies (Taylor-Wessing, 2014). Modern countries now more effectively 
safeguard their citizens through the strategic deployment of CCTV surveillance. Research has 
consistently shown that when CCTV systems are properly managed, they serve as valuable 
tools for law enforcement and various industries (Lim et al., 2016).  
The aim of this paper is to present the results of our updated systematic review  of the factors 
identified through literature reviews: location, institutional framework, social values, policy, 
centralized monitoring systems, technical capabilities, authority control, and privacy and their 
impact on the effectiveness of CCTV in deterring crime. 
 
Theoretical Literature and Hypothesis Development 

CCTV serves as a pivotal situational crime prevention (SCP) method, enhancing formal 
surveillance in designated areas (Welsh and Farrington, 2019). SCP aims to deter criminal 
activity by minimizing opportunities for crime and amplifying the perceived risks of offending 
through alterations to the physical environment (Clarke, 1995). This approach is grounded in 
the rational choice perspective, which views crime as deliberate behavior intended to fulfill 
the offender’s everyday needs (Clarke, 1997). According to this theory, offenders weigh 
various "choice structuring properties," such as potential gains and associated risks, when 
deciding whether to commit a crime. The primary purpose of CCTV is to influence these 
properties, altering an offender's decision-making process to discourage criminal acts (Welsh 
and Farrington, 2019). 

Research consistently highlights crime prevention as the foremost benefit of CCTV, with 
many studies focusing on the reductions in crime rates before and after camera installations 
to gauge deterrence (Piza et al., 2019). However, CCTV also facilitates crime prevention 
through additional mechanisms such as heightened offender apprehension, increased natural 
surveillance, enhanced public awareness, and publicity of surveillance measures (Lim et al., 
2017). Moreover, CCTV contributes to post-crime investigations by improving emergency 
response times Welsh et al (2017), providing visual evidence for legal proceedings Ashby 
(2017), and encouraging earlier guilty pleas from accused individuals (Lim et al., 2017). It is 
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important to recognize that CCTV might also inadvertently increase crime reporting rates, as 
it captures offenses that might otherwise remain unnoticed by the authorities (Lim and 
Hyungjin (2018), or it could potentially create a false sense of security, leading to reduced 
vigilance and precautionary behaviors among the public (Piza and Eric, 2018). 

This review extends the findings from previous systematic analyses, introducing new 
inquiries into the efficacy of CCTV as a crime prevention tool. Effective installation and 
maximization of benefits from surveillance systems necessitate consideration of various 
factors, including optimal placement, institutional framework, social values, policy, 
centralized monitoring capabilities, technical infrastructure, authority oversight, and privacy 
concerns. These elements provide critical support for surveillance operators and law 
enforcement bodies. The forthcoming sections will elaborate on these factors and the 
associated hypotheses. 
 
Location 

The strategic placement of CCTV cameras significantly influences their effectiveness in 
surveillance operations. As noted by Awang (2012), the location of these cameras is pivotal, 
as they need to encompass a broad expanse of public areas to optimize visibility and 
deterrence. This capability to capture extensive footage can alter the behavior of potential 
criminals and lawbreakers. Ekblom and colleagues (2013) emphasize that CCTV cameras 
should be evenly distributed and strategically installed throughout the city to maximize their 
utility and ensure comprehensive coverage. The geographical positioning of these cameras 
thus becomes a vital determinant in achieving the objectives of the surveillance system and 
enhancing public safety.Given the importance of camera placement, the following hypothesis 
has been developed to assess the impact of location on the effectiveness of the CCTV system:  

Hypothesis 1: It is hypothesized that location impacts the CCTV effectiveness through a 
causal and statistical relationship. 
 
Institutional Framework 

The institutional framework surrounding the installation and operation of CCTV systems 
is vital for their success. Authorities and public agencies are tasked with creating and adhering 
to standardized operational procedures that encompass policies, budget considerations, 
privacy issues, and the strategic placement of cameras (Grivna et al., 2012). This 
standardization ensures that CCTV operations are effective and controlled consistently across 
various locations. Moreover, a well-defined mechanism for handling incidents is crucial within 
the CCTV surveillance framework. Protocols must be established to manage system 
accessibility and control, ensuring uniform application across the entire region (Haggerty & 
Samaras, 2010). These institutional protocols are foundational for the smooth operation and 
effectiveness of CCTV systems in crime prevention. Based on the critical role of institutional 
frameworks in enhancing CCTV system efficacy, the following hypothesis has been formulated 
to examine the influence of institutional frameworks on CCTV effectiveness: 

Hypothesis 2: It is hypothesized that institutional framework impacts the CCTV 
effectiveness through a causal and statistical relationship. 
 
Social Value 

Social value plays a critical role in determining the effectiveness of CCTV surveillance 
systems. It encompasses the norms and values that the community holds towards these 
systems, influencing their acceptance and the extent to which the community values the 
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presence of surveillance (Haggerty et al., 2011). The community's support and 
acknowledgment of CCTV can significantly affect the system's outcomes by altering public 
behavior. As Han et al (2015) suggest, the general acceptance of the community is not only a 
reflection of societal attitudes but also a catalyst that can modify individual behaviors. When 
people believe that their actions are being monitored and may be scrutinized by authorities, 
there is a natural shift in how they handle various situations, potentially reducing the 
incidence of offenses. Given the importance of social value in shaping the efficacy of CCTV 
systems, the following hypothesis is proposed to explore its impact: 

Hypothesis 3: It is hypothesized that social value impacts the CCTV effectiveness 
through a causal and statistical relationship. 
 
Policy 

Policy significantly influences the decision-making processes regarding the 
implementation, operation, and effectiveness of CCTV surveillance systems. Policies 
established by authorities and public agencies either facilitate or hinder the deployment and 
functioning of these systems, directly impacting crime prevention and security control within 
a region (Kim et al., 2016). The role of policy extends to the operations and recording 
processes, where organizations are expected to adhere strictly to surveillance policies 
mandated by the authorities. Additionally, a well-articulated policy from public authorities 
can lead to more systematic operations, taking into account public privacy and safety, thus 
enhancing the effectiveness of surveillance systems (Makin et al., 2016). Therefore, it is 
imperative for public authorities to provide clear guidelines and sufficient funding for CCTV 
systems. Based on these considerations, the following hypothesis has been formulated to 
explore the impact of policy on the effectiveness of CCTV systems: 

Hypothesis 4: It is hypothesized that policy impacts the CCTV effectiveness through a 
causal and statistical relationship. 
 
Centralized Monitoring System 

The centralized monitoring system is a pivotal component of CCTV surveillance, 
involving the integration of monitoring operations across various locations into a single, 
centralized control room, typically situated within key public authority facilities such as police 
stations (Piza, 2016). This system allows for coordinated surveillance efforts, where operators 
are dedicated to monitoring activities and can respond swiftly to incidents. Effective 
centralized monitoring also relies on clear directives and the ability to initiate authority 
responses to situations as they arise in the city. The support and prompt action of public 
authorities are essential for leveraging the full potential of centralized monitoring systems in 
crime prevention (Simonato, 2014). In light of this, the following hypothesis has been 
developed to assess the impact of a centralized monitoring system on the effectiveness of 
CCTV in crime prevention: 

Hypothesis 5: It is hypothesized that centralized monitoring system impacts the CCTV 
effectiveness through a causal and statistical relationship. 
 
Technical Capacity 

The technical capacity of CCTV systems is crucial for their successful implementation 
and overall effectiveness in crime prevention. These systems must possess the capability to 
continuously record and capture daily public interactions, which are then digitized and stored 
(Stutzer et al., 2013). To maximize their crime prevention potential, CCTV systems require 
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sufficient storage to handle large volumes of records and videos. Moreover, the effectiveness 
of these systems also hinges on their technical specifications, such as the speed of data 
processing, memory capacity, image clarity, and the ability to efficiently digitize content 
(Taylor, 2012). Enhancing these technical aspects is imperative, as it directly influences the 
system’s ability to monitor, control, and secure environments effectively. Therefore, 
authorities play a decisive role in advancing CCTV technology to enhance surveillance 
capabilities. In view of these considerations, the following hypothesis has been formulated to 
examine the impact of technical capacity on the effectiveness of CCTV systems in crime 
prevention: 

Hypothesis 6: It is hypothesized that technical capacity impacts the CCTV effectiveness 
through a causal and statistical relationship. 
 
Authority Control 

The effectiveness of CCTV systems in crime prevention significantly hinges on the role 
of authority. Authorities are crucial in managing these systems, specifically in terms of 
defining specifications, selecting features, determining locations, and safeguarding public 
privacy (Trimek, 2016). Effective authority control enables a comprehensive management of 
law offenses and enhances crime prevention measures across the country. Furthermore, the 
strategy employed by authorities in controlling CCTV usage within a city or region plays a 
pivotal role in bolstering public safety (Chileshe et al, 2016). The allocation of resources by 
authorities is also critical, as it supports more efficient and effective operations of CCTV 
systems. Considering the vital role of authority in the management and operation of CCTV 
systems, the following hypothesis has been developed: 

Hypothesis 7: It is hypothesized that authority control impacts the CCTV effectiveness 
through a causal and statistical relationship. 
 
Privacy 

Privacy concerns center on the security and confidentiality of data captured by CCTV 
systems, specifically how images and videos of the public are utilized and disclosed. The 
effectiveness of CCTV in crime prevention significantly depends on public trust and 
perceptions regarding the handling of their data. People need assurance that their images 
and videos will not be misused or improperly distributed, and that they are protected under 
stringent privacy measures (Creswell, 2014). Trust in the security and ethical use of 
surveillance data is crucial; when the public feels confident that their personal information is 
handled responsibly, they are more likely to support and accept the widespread installation 
of CCTV cameras (Cumming et al., 2015). This sense of security contributes directly to the 
effectiveness of surveillance systems in preventing crime. Given the importance of privacy in 
the acceptance and effectiveness of CCTV systems, the following hypothesis has been 
proposed: 

Hypothesis 8: It is hypothesized that privacy impacts the CCTV effectiveness through a 
causal and statistical relationship. 
 
CCTV Standards Installation 

The standard installation of Closed Circuit Television (CCTV) systems is pivotal for 
effective crime prevention and security. A well-designed CCTV setup allows for the efficient 
collection and transfer of images to monitoring and recording devices. These images are then 
available for immediate viewing, reviewing, and long-term storage. As a situational crime 
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prevention measure, standard CCTV installation facilitates remote surveillance of areas, 
significantly aiding police and other law enforcement and regulatory agencies, including 
private security firms. This capability not only enables prompt response to incidents but also 
provides crucial information for officers en route to an incident. Additionally, the stored 
images play a vital role in post-incident analyses and investigations. Given the critical role of 
standard installation practices in the functionality and effectiveness of CCTV systems, the 
following hypothesis has been formulated: 

Hypothesis 9: It is hypothesized that CCTV standard installation impacts the CCTV 
effectiveness through a causal and statistical relationship. 

To provide a comprehensive overview of the essential empirical research explored in 
this study, Table 1 has been created below. This table compiles the key details including the 
names of the authors or researchers, the countries where the studies were conducted, and a 
summary of the findings: 

 
Table 1 
Summary of Reviewed Empirical Studies 

Author/Researcher Year Country/State Findings 

kblom, Armitage, 
Monchuk, & Castell 

2013 UAE Challenges in applying Crime 
Prevention Through Environmental 
Design (CPTED) in the UAE due to 
cultural factors and privacy laws. 

Grivna, Aw, El-Sadig, 
LOney, Sharif, & 
Thomsen 

2011 UAE Establishment of a legal framework 
for public surveillance in the UAE, 
aiding in identifying major injury 
causes in various settings. 

Jeremy Hywel 
Thomas 

2016 UAE Effective service maintenance is seen 
as crucial for political stability, 
maintaining the governance system 
dominated by ruling elites. 

Ahmed AlKaabi 2014 UK Intervention research that developed 
a UAE-focused strategy for enhancing 
information security education 
among youth. 

Haggerty & Samaras 2010 - Surveillance practices are perceived 
as tools for oppression and fostering 
dictatorship. 

Agnes Bauer 2014 UK Analysis of the top ten security 
system integrators in the UK, 
identifying potential major account 
partners for Bosch Security Systems. 

Haggerty, Wilson, & 
Smith 

2011 Germany Implementation of surveillance 
control systems significantly 
contributed to crime reduction. 

Sedat Kula 2015 Turkey Reviewed literature on the fear of 
crime, police effectiveness, and CCTV 
within the framework of routine 
activity theory. 
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Ibrahim Mohamed 
Zainal 

2017 UK Discussion on vulnerabilities in UAE 
Emirates with a focus on the integral 
role of the Muslim faith in 
community-based DRR. 

Al-Moalla, Sheikh, 
Majid, Abdulla 

2017 UK First comprehensive hazard history of 
the UAE, evaluated from a 
vulnerability perspective and linked 
to global DRR strategies. 

 
Conceptual Framework 
The conceptual framework outlined serves as a crucial theoretical structure for understanding 
the dynamics of public surveillance as a significant component of security aimed at controlling 
crime. This review highlights a consensus among researchers that the effectiveness of public 
surveillance systems is significantly influenced by the quality standards they adhere to. 
Additionally, it's recognized that the quality of these systems is not the sole factor 
contributing to their efficacy. The design of the system, its integration within the 
environment, and the overall configuration are also crucial elements that significantly 
enhance the system's success in preventing crime. 
This framework elucidates the relationships among the hypothesized variables, illustrating 
how each contributes to the overall effectiveness of surveillance systems in crime prevention. 
It captures the multifaceted approach needed to evaluate the impact of these systems, 
considering technical, institutional, and societal dimensions. 
The developed research framework, as depicted in Figure 1, visually represents these 
relationships and variables, providing a comprehensive overview of the study's theoretical 
underpinnings. It serves as a schematic guide that not only outlines the direct impacts and 
interactions among the hypothesized factors but also highlights the broader implications of 
implementing effective surveillance systems. This framework is instrumental in setting the 
course for further empirical investigation, guiding the research methodology, and shaping the 
analytical approaches in the study of public surveillance efficacy.  

Figure 1. Conceptual Framework of CCTV system Effectiveness 
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Results and Discussion  
This section of the model critically examines how the behavior of criminals and the 

strategic placement of CCTV cameras influence surveillance efficacy. The installation of CCTV 
cameras both inside buildings and on streets is paramount to ensure comprehensive area 
surveillance. Local councils are tasked with performing crime assessments in identified 
problem areas, collaborating closely with local police and community representatives. This 
analysis should take into account the nature, frequency, and types of criminal activities, as 
well as how community members use the area during different times and conditions. Factors 
such as the potential for crime displacement (both geographically and in type) must also be 
considered. Effective camera placement, guided by the specific objectives of the surveillance 
program, is crucial for the success of these initiatives. The importance of a well-defined 
organizational structure cannot be understated, as it enhances stakeholder involvement. For 
instance, the Supreme Council for National Security should oversee the system, coordinating 
with all local authority programs. Local councils should manage key functions including 
developing effective complaint mechanisms and implementing codes of practice in 
consultation with the CCTV committee and other stakeholders. The police play a pivotal role 
in managing control rooms and providing the personnel necessary for effective law 
enforcement and crime assessment. Social and environmental factors such as poverty, 
household structure, demographic composition, and socio-economic conditions significantly 
influence crime rates in cities. Issues like decentralized government structures, resource 
scarcity among law enforcement, and outdated operational methods also impact these rates. 
Social disorganization, characterized by poor economic conditions, high mobility, and diverse 
demographics, can undermine community cohesion and control, leading to increased crime. 
Community norms and values also play a critical role. Some groups, influenced by a subculture 
that normalizes criminal behavior, are more likely to engage in crime. The breakdown of key 
social institutions such as families, schools, and religious organizations can deprive individuals 
of learning societal norms and values, further perpetuating criminal behaviors. Policy 
considerations are vital. Government-developed guidelines should help local councils or 
police departments determine if CCTV is an appropriate response to community safety 
concerns. Ownership of the CCTV program entails significant responsibility, including funding, 
community consultation, and the management of the system's design and operation. 
Effective monitoring through integrated centralized systems is essential. Control rooms 
should be strategically located to cover all necessary areas, supported by police teams 
equipped for quick response. Real-time communication needs reliable network support for 
these systems to function effectively. The availability of financial resources and technical 
capacity is crucial for successful implementation. The Supreme Council for National Security 
should ensure adequate funding and resources are available to support these projects. 
Community involvement in the planning and implementation phases can enhance public 
support and ensure that CCTV systems meet local needs. However, it is important to manage 
expectations about what CCTV can achieve and to consider privacy concerns that may arise. 
Standard installation practices are essential for ensuring that CCTV systems are effective at a 
national level, allowing for remote surveillance and comprehensive post-incident analysis. In 
summary, this research supports the integration of various factors (location, institutional 
framework, social value, policy, centralized monitoring, technical capacity, authority control, 
and privacy) into the planning, installation, and operation of CCTV systems. These elements 
are all critical to the effectiveness of CCTV in crime prevention, as confirmed by the 
substantial support from empirical findings. 
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Conclusion  
Authority control has demonstrated a significant influence on the effectiveness of CCTV 

systems in preventing crime. Additionally, policy also displays a strong positive correlation 
with system effectiveness, indicating that clearer policies enhance CCTV efficacy. The design 
and integration of clear policies are crucial components of the installation process for CCTV 
systems. Privacy also plays an essential role in achieving more effective installations for crime 
prevention. The institutional framework undoubtedly impacts the effectiveness of CCTV in 
crime prevention and must be integrated into the system’s installation, operation, and 
monitoring processes. 

From the perspective of public agencies, it is vital that CCTV cameras are well-
maintained and carefully managed. There is a concern among these agencies regarding the 
potential misuse or tampering with private data captured by these systems. However, the 
research affirms the importance of integrating various factors (location, institutional 
framework, social value, policy, centralized monitoring, technical capacity, authority control, 
and privacy) into the CCTV setup. The findings from this study confirm that all these 
relationships significantly contribute to the effectiveness of CCTV systems in crime prevention 
contexts. 
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