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Abstract

The global economy is undergoing a paradigm shift driven by the rapid adoption of emerging
technologies such as artificial intelligence (Al), blockchain, the Internet of Things (loT), 5G,
and automation. The adoption of these technologies is vital for Malaysia in driving innovation,
boosting productivity, and enhancing global competitiveness in her aspiration to become a
high-income nation status by 2030. Digital technologies are crucial in transforming key sectors
including manufacturing, agriculture, finance, and services. This conceptual paper discusses
the role of digital technologies in Malaysia's economic agenda, focusing on their potential to
enhance productivity, innovation, and competitiveness. Discussion is focused on how digital
technologies are being integrated into Malaysia's economic sectors, their impacts, and the
policy frameworks for widespread adoption. In addition, challenges such as digital inclusion,
workforce readiness, and cybersecurity concerns are also discussed.

Keywords: Digital Economy, Digital Infrastructure, Economic Landscape, Mydigital,
Sustainable Socio-Economy

Introduction

The 215t century has ushered in a new era of technological advancement with emerging
technologies driving significant economic developments. Digital transformation is reshaping
economies across the globe and Malaysia, like many other nations, has recognized the
transformative potential of these technologies in achieving long-term economic goals. As the
country aims to achieve its vision of becoming a high-income nation by 2030, leveraging
emerging technologies plays a critical role in the modernization of industries, the creation of
new economic opportunities, and the enhancement of the country's global competitiveness.
Malaysia’s Economic Transformation Programme (ETP) and the 12t Malaysia Plan emphasize
the importance of technology-driven growth. This can be a vital plan not only for Malaysia’s
economic growth but also to ensure its stays competitive in the world economic.

In line with its Economic Transformation Programme (ETP) and Vision 2030, the country is

placing increasing emphasis on digital and technological solutions to enhance its global
competitiveness (Kumar et al.,, 2021; Puasa et al., 2011; Rajandran, 2013). Emerging
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technologies such as artificial intelligence (Al), blockchain, 5G, and automation have the
potential to accelerate the realization of Malaysia's economic goals. Emerging technologies
provide vast opportunities for growth in various sectors, from manufacturing to services (Lee
et al., 2022a; Qin et al., 2024). By harnessing these technologies, Malaysia hopes to transition
to a more resilient, high-tech, and knowledge-driven economy. However, the integration of
such technologies presents challenges such as digital inequality, the need for a skilled
workforce, and cybersecurity risks. This paper discusses the important role digital
technologies play in Malaysia’s economic agenda. Additionally, the paper addresses the
associated challenges and offers policy recommendations to ensure sustainable growth while
keeping up with technological advancements.

The motivation for this paper lies in the growing recognition that digital technologies are
pivotal to advancing national economic agenda. The paper gives an overview on how new
technologies fuel innovation, boost productivity, and improve Malaysia's economic position.
The contribution of the article lies in its discussion concerning digital transformation and
economic growth, offering insights into policy recommendations, industry adaptations, and
strategies that can help Malaysia achieve its long-term economic goals. In addition, it provides
an understanding of the opportunities, challenges and the potential impact of digitalization
on Malaysia's economic development.

Malaysia's Economic Landscape and Technology Strategy
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Figure 1: The three guiding principles of Malaysia Digital Economy Blueprint

Digital economy is one of the three domains of the fourth industrial revolution, 4IR
technologies, the other two being physical and biological. Digital economy includes artificial
intelligence, big data, cloud computing, virtual reality, internet of things, block chain and
augmented reality. Malaysia’s definition of digital economy as given in the Malaysia Digital
Economy Blueprint is “economic and social activities that involve the production and use of
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digital technology by individuals, businesses and government (MDEB, n.d., p. 23)”. Founded
on the three guiding principles which are inclusivity, ethics and trust (see Figure 1), the
blueprint dictates a partnership between the citizens of the country, the private sectors and
the government by providing socio-environmental well-being for everyone, growth in all
business sectors, and a government that is fit for the future.

Malaysia's economy is diverse, with major contributions from manufacturing, services,
agriculture, and oil and gas industries. However, the country has faced significant challenges
such as global competition, aging demographics, and the need for economic diversification.
To address these, the government launched initiatives such as the Economic Transformation
Programme (ETP) and the 12™ Malaysia Plan, which emphasize innovation, technology
adoption, and digital transformation (Abdullah et al., 2022). Moreover, Malaysia’s National
Artificial Intelligence (Al) Framework and the national Digital Economy Blueprint (MyDIGITAL)
aim to integrate Al into critical sectors such as healthcare, manufacturing, and agriculture,
thereby boosting the country’s economic development (Singh, 2023).
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Figure 2: Objectives of Malaysia Digital Economy Blueprint

MyDIGITAL is Malaysia’s vision to be a digitally-driven, high-income nation and a regional
leader in digital economy. It aims to achieve inclusive, responsible and sustainable socio-
economic development by improving the people’s digital literacy, creating higher paying jobs
and providing opportunities for businesses and enterprises to expand. The six objectives of
the blueprint as shown in Figure 2 are to: (1) boost economic competitiveness through
digitalisation, (2) build enabling digital infrastructure, (3) drive digital transformation in the
public sectors, (4) build trusted, secure and ethical digital environment, (5) build agile and
competent digital talent, and (6) create an inclusive digital society.
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A strategic change management office to drive the changes in inculcating
a digital and innovative mindset of the people

A transparent and clear mechanism to monitor and evaluate changes

To improve efficiency, effectiveness, accountability and inter-ministry
collaboration through the support of experts in regulation, cyber security,
and inclusivity and sustainability

MYDIGITAL FRAMEWORK

Clear timelines to deliver measurable outcomes from each initiative.

Figure 3: MyDIGITAL Framework

Malaysian government has introduced several frameworks and initiatives to foster the
development and integration of emerging technologies into the economy. Figure 3 shows the
MyDIGITAL framework aiming to transform the nation into a leading digital economy, making
full use of technologies like Al, 10T, and blockchain (Azhar at al., 2021). The goal is to drive
economic growth, improve public services, and foster digital inclusivity. In addition, the
National Artificial Intelligence Framework was launched to accelerate Al adoption across
industries such as healthcare, finance, agriculture, and manufacturing (Geetha et al., 2024).
Further, with the 5G Rollout Malaysia has undertaken the deployment of 5G networks, a
crucial step to increase connectivity and enable innovations in smart cities, 10T applications,
and industrial automation (Geetha et al., 2024). Another example is the establishment of the
Digital Free Trade Zone (DFTZ): to promote e-commerce and digital trade by leveraging
emerging technologies like blockchain for supply chain optimization and payments (Chin et
al., 2023).

Emerging Technologies in Primary Economic Sectors

Malaysia has made significant strides in digital transformation in recent years. The
government has invested heavily in the development of digital infrastructure and has rolled
out numerous initiatives aimed at promoting the adoption of emerging technologies. One of
the notable advancements is the 5G roll-out, which is expected to enhance the speed and
connectivity of Malaysia's digital infrastructure (Loung et al., 2021). The continued focus on
technological integration is likely to bring transformative change in the coming years. The
following paragraphs discusses the role of these technologies in four primary economic
sectors that are agriculture, manufacturing, services and finance.

Agriculture is a critical sector in Malaysia, with a substantial portion of the workforce engaged
in farming. Emerging technologies, particularly lIoT and Al, are reshaping the agricultural
sector. Precision farming, made possible through loT sensors, allows for the optimization of
resource usage such as water and fertilizers. Al-driven analysis helps farmers predict crop
yields, manage pests, and respond to climate challenges, thus ensuring higher productivity
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and sustainable practices. Blockchain also plays a vital role in ensuring traceability within the
agricultural supply chain, ensuring food safety, and increasing the competitiveness of
Malaysian agricultural exports (Shaharudin et al., 2022). Agriculture remains a vital sector in
Malaysia, employing a large segment of the population. The application of loT, Al, and
blockchain has the potential to revolutionize agricultural practices by improving crop yields,
reducing waste, and enhancing supply chain transparency. For instance, precision farming
enabled by loT sensors can optimize the use of water, fertilizers, and pesticides, leading to
sustainable farming practices. Additionally, blockchain can enhance traceability in the
agricultural supply chain, ensuring quality control and improving food safety standards.

The manufacturing sector remains a significant contributor to Malaysia’s gross domestic
product (GDP), but it faces challenges in productivity and innovation. The shift toward 4IR,
powered by Al, robotics, automation, and loT, is poised to revolutionize Malaysia’s
manufacturing landscape. The adoption of smart manufacturing systems enables real-time
monitoring, predictive maintenance, and efficient resource management (Tay et al., 2021).
Automation reduces reliance on manual labour, boosting efficiency while enabling firms to
compete globally. Moreover, loT solutions in the manufacturing process enhance
transparency and data-driven decision-making, leading to smarter supply chains and better
customer satisfaction. Solutions provided by Al are improving production efficiency and
supply chain management, while automation is reducing labour costs and enhancing
productivity. The implementation of loT technologies in smart factories allows for real-time
monitoring of equipment and the optimization of production processes (Lee at al., 2022b).
These technological advancements are expected to elevate Malaysia’s manufacturing
capabilities and foster the development of new industries, including advanced electronics,
automotive, and biotechnology.

In the services sector, emerging technologies are streamlining operations and improving
customer experiences. The healthcare industry, in particular, benefits from Al-driven
diagnostics, telemedicine, and health data analytics, allowing for better resource
management and patient outcomes. Education is also undergoing transformation through the
use of Al in personalized learning and digital classrooms. Cloud-based platforms and data
analytics enable remote learning, making education more accessible. In retail, Al is enhancing
customer experiences through personalized recommendations, while automation in logistics
optimizes supply chains and inventory management. The services sector, which includes
retail, healthcare, and education, is increasingly becoming reliant on digital technologies. Al
is enhancing customer experience in retail by providing personalized recommendations, while
tele-medicine and health-tech are improving healthcare access and efficiency. The adoption
of cloud computing, Al, and data analytics in education is transforming the way students learn
and interact with educational content, making education more accessible and tailored to
individual needs.

Malaysia’s financial sector is undergoing rapid transformation, driven by fintech innovations,
Al, and blockchain technology. Blockchain enables secure, transparent financial transactions,
reducing fraud and improving trust (Ullah et al., 2022). Digital banking and mobile payment
solutions, particularly in rural areas, are expanding financial inclusion, which is essential for
fostering a more equitable economy. Malaysian government’s regulatory bodies such as the
Financial Services Act 2013 and the establishment of the Financial Technology Association of
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Malaysia (FTAM), provides a conducive environment for fintech companies to thrive (Kayadibi
& Guclu, 2021). Al also contributes to financial services by enhancing risk management,
automating customer service via chatbots, and providing personalized financial advice. In
other words, Al is revolutionizing financial analysis, customer service, and risk management.

Challenges and Action Plans

While the potential for emerging technologies to drive Malaysia’s economic growth is
immense, several challenges remain in the widespread adoption and integration of the
technologies. These include the digital divide between urban and rural areas, the need for
reskilled workforce, and cybersecurity concerns (Loh et al., 2021). This section discusses these
challenges and the action plans to resolve them.

A major challenge in Malaysia’s digital transformation is the digital divide, particularly
between urban and rural areas. Limited internet access, particularly in remote regions,
restricts the full benefits of digital transformation and hinders the adoption of emerging
technologies. For instance, 88.8% of urban households had access to mobile broadband in
2019 while a lower 80.4% had access among the rural households. Also, while 35.3% of the
urban households had access to fixed broadband for the same year, only 11.7% had access
among the rural households (MDEB, n.d.). As mentioned by Gong (2023), residents in rural
and remote areas experience poor service due to erratic broadband performance to the
extent daily tasks like paying bills and streaming media is a challenge. To address this issue,
the government must prioritize infrastructure development, ensuring access to high-speed
internet for all citizens to bridge the digital divide and allow everyone to fully engage in the
digital economy. Initiatives such as the National Fiberisation and Connectivity Plan (NFCP) is
aimed to promote nation-wide coverage (MDEB, n.d.).

As industries become more reliant on advanced technologies, the demand for skilled labour
is intensifying. Malaysia faces a significant gap in technology-related skills such as data
science, Al programming, and cybersecurity. Reskilling and upskilling programs are critical to
ensure that the workforce is prepared for the changes brought about by emerging
technologies. The government must collaborate with private companies, educational
institutions, and industry leaders to create effective training programs and lifelong learning
opportunities (Mahusin et al., 2024). The shift towards a technology-driven economy
necessitates a skilled workforce. Malaysia needs to invest in upskilling and reskilling programs
to ensure that workers can adapt to new roles created by emerging technologies. ICT
innovation in schools and the strengthening of science, technology, engineering and
mathematics (STEM) education are some of the efforts that can upskill and reskill the existing
workforce (MDEB, n.d.).

With over 3,800 reports, online frauds were the most common cyberthreat occurrence in
2024, reported by Cybersecurity Malaysia while content related cyber-crime came next, with
533 incidents Siddharta (2025). As the nation becomes more digitally integrated, the risk of
cyberattacks grows. Cybersecurity is a key concern for businesses, governments, and
individuals. The increasing use of cloud computing, 10T, and Al amplifies these risks, making
robust cybersecurity frameworks essential. The Malaysia Cyber Security strategy improves
resilience in countering cyber attack through its coherent cyber security strategies (MDEB,
n.d.). Still, the public awareness on cyber security issues must be increased to ensure trust
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and ethics in employing and implementing digital technologies. Malaysia must invest in more
advanced cybersecurity measures and ensure data protection regulations to maintain trust in
digital systems. As reliance on digital technologies increases, so do the risks associated with
cybersecurity threats. Strengthening the nation’s cybersecurity framework will be essential
to protecting critical infrastructure and maintaining public trust in digital systems (Phang et
al., 2024).

Conclusion

A significant policy recommendation is to expand and upgrade digital infrastructure,
particularly in under developed areas to enable nationwide technological adoption.
Encouraging collaboration between the private sector, universities, and research institutions
to foster innovation in emerging technologies can help accelerate the deployment of cutting-
edge emerging technologies across industries (Ahmad, 2024). Investing in education and skills
development is crucial to ensure that the workforce is equipped to handle the demands of a
technology-driven economy. Initiatives to promote science and technology education and
digital literacy at all levels must be a priority. Moreover, reskilling programs for mid-career
workers should be offered to ensure that they are not left behind in the digital
transformation. Strengthening Malaysia’s cybersecurity infrastructure and regulations is
crucial for safeguarding businesses and individuals in the digital space and thus the
government should implement national cybersecurity initiatives to protect critical industries
and ensure data privacy (Yusof et al., 2023).

Emerging technologies hold immense potential for transforming Malaysia’s economy, driving
innovation, improving productivity, and fostering global competitiveness. However, for these
technologies to reach their full potential, the government must address the challenges of
digital inclusion, workforce readiness, and cybersecurity. By prioritizing infrastructure
development, fostering collaboration between public and private sectors, and ensuring
adequate skills training, Malaysia can harness the power of emerging technologies to
accelerate its economic growth and achieve its Vision 2030 goals. While challenges exist, the
government’s commitment to digital transformation, coupled with strategic investments in
infrastructure, education, and cybersecurity, will help unlock the full potential of these
technologies. By embracing digital innovation, Malaysia can secure sustainable growth and
enhance its economic prosperity in the years to come. As digital technologies increasingly
permeate various sectors, the digital economy is poised to become the foundation of the
modern economic landscape. For Malaysia, advancing the digital economy has transitioned
from an option to an essential imperative.

Following this conceptual paper, subsequent data-driven and empirical research can
investigate the impact of digital technologies on the acceleration of Malaysia's economic
growth to quantify these effects and understand their specific contributions across different
sectors within the Malaysian economy. This includes an assessment of the current adoption
of the digital technology in key industries in Malaysia, and the impact of digital transformation
on productivity, competitiveness, and innovation within these industries.
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Research on how well government policies support Malaysia’s digital transformation of the
economy, and investigating industries’ best practices is also essential to
provide actionable recommendations to enhance the use of digital technologies for economi
c growth
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