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Abstract 
This paper examines the integration of communication technologies in local-level disaster risk 
management (DRM) in Malaysia, focusing on floods as the country’s most frequent and costly 
natural hazard. Using a qualitative document analysis approach, the study reviews key policy 
documents such as NADMA Directive No. 1/2023 and the Public Sector ICT Policy 2021–2025, 
alongside academic literature and official reports, to explore the application of digital tools 
across the four phases of the Disaster Risk Management Cycle: mitigation, preparedness, 
response, and recovery. The findings indicate that technologies such as Geographic 
Information Systems (GIS), Internet of Things (IoT), mobile applications and social media 
platforms have been adopted by local authorities as frontline implementers to support risk 
monitoring, early warning, community engagement, and inter-agency coordination. 
However, their implementation remains fragmented due to limited technical capacity, 
inconsistent digital protocols, and weak integration between federal agencies and local 
governments. This study contributes a context-specific framework that underscores the 
importance of standardized ICT protocols, enhanced training for local authority staff, and 
inclusive community engagement mechanisms. While aligned with international standards 
such as the Common Alerting Protocol (CAP), the framework also addresses institutional and 
sociocultural barriers unique to Malaysia. The paper provides policy recommendations that 
emphasize contingency planning, ICT capacity building, and public–private collaboration to 
strengthen digital disaster governance. The findings offer practical insights for policymakers 
and most importantly for local authorities as key actors bridging national policy and 
community-level implementation, while also providing lessons for other ASEAN countries 
facing similar flood-related risks. 
Keywords: Communication Technologies, Disaster Risk Management, Floods, ICT Policy, Local 
Authorities, Malaysia 
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Introduction  
Malaysia is among the most disaster-prone countries in Southeast Asia with floods 
representing the most frequent and destructive natural hazard. Hydro-meteorological events, 
particularly seasonal monsoon floods have consistently caused extensive socio-economic 
disruption across both urban and rural areas. Recent estimates indicate that flood-prone 
zones cover approximately 10.1% of the national land area, placing more than 5.7 million 
people at risk annually and resulting in average annual losses exceeding RM1 billion (DID, 
2023) (Hassan et al., 2020). Catastrophic events such as the 2014 Bah Kuning flood in 
Kelantan, which displaced over 200,000 residents and the 2021 floods in Selangor and 
Pahang, which caused damages valued between RM5.3 and RM6.5 billion, illustrate the scale 
and severity of flood impacts (Mabahwi & Nakamura, 2024; Abid et al., 2024). More recent 
national statistics reinforce this trend: flood-related losses reached RM755.4 million in 2023 
(0.04% of nominal GDP) and RM933.4 million in 2024 (0.05% of GDP), with residential and 
infrastructure sectors bearing the heaviest impacts (DOSM, 2024). These figures underscore 
the persistent and evolving economic burden of floods, amplified by rapid urbanization, 
deforestation, and climate variability. 

 
The governance of disaster risk management (DRM) in Malaysia is complicated by 

fragmented institutional arrangements and overlapping mandates across federal, state, and 
local levels. While the National Disaster Management Agency (NADMA) provides national 
coordination, local authorities (LAs) act as the “last-mile” responders during flood events. 
They are responsible for disseminating early warnings, mobilizing evacuations, managing 
temporary shelters, and coordinating relief logistics at the community level (Yaacob et al., 
2024; Azli et al., 2024). Although disaster management strategies are formulated at the 
national level, LAs are the front line directly responsible for implementation in community 
areas. This is crucial as their effectiveness directly impacts community resilience during flood 
events. However, their effectiveness is constrained by limited financial resources, shortages 
of skilled personnel and uneven communication infrastructures, which have repeatedly 
resulted in inconsistent responses and public dissatisfaction during major flood events 
(Mohamed et al., 2024; Hassan et al., 2024 

 
In this context, information, and communication technologies (ICTs) have become 

pivotal tools for strengthening disaster governance. Applications such as Geographic 
Information Systems (GIS), Internet of Things (IoT) sensors, mobile apps and social media 
platforms are increasingly utilized to support hazard monitoring, early warning, and inter-
agency coordination (Leeonis et al., 2025; Fernando et al., 2024). Federal initiatives including 
the InfoBanjir portal, the MyCuaca app and NADMA’s national disaster dashboard have 
expanded digital infrastructure, however, their uptake by LAs remains inconsistent, often 
relying on ad hoc networks such as WhatsApp groups led by community representatives 
(Milyane et al., 2024; Nuzuli, 2024). This gap between national- level investments and local-
level practices reflects a broader challenge across ASEAN, where technological innovation 
frequently outpaces institutional readiness for systematic implementation (Saad et al., 2024; 
Azhari Razak et al., 2024). 

 
However, the effectiveness of LAs is often hampered by technology coordination 

issues and the lack of a standard digital protocol, which is the focus of the discussion in this 
paper. While national-level investments have expanded, their uptake by local authorities 
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remains inconsistent. The international policy context adds further urgency. The Sendai 
Framework for Disaster Risk Reduction 2015–2030 highlights four key priorities 
understanding risk, strengthening governance, investing in resilience, and enhancing 
preparedness through “Build Back Better” and explicitly emphasizes the frontline role of local 
governments in risk reduction (Pearson & Pelling, 2015). Thus far, empirical evidence shows 
that in Malaysia and across the region, local institutions often lack the financial, institutional, 
and sociocultural capacity to integrate ICT effectively into DRM operations (Nadzirah et al., 
2024; Hassan et al., 2024). Addressing this gap is essential for building disaster-resilient 
communities. Against this backdrop, this study investigates the integration of ICT into local-
level DRM in Malaysia, with a particular focus on floods as the country’s most recurrent and 
costly hazard. Using qualitative document analysis of policy texts, official reports and 
academic literature, the study assesses how ICT tools are embedded or remain underutilized 
within the four phases of the DRM cycle (mitigation, preparedness, response, and recovery). 
The novelty of this research lies in its focus on local authorities as the middle layer of disaster 
governance, an area often overlooked in Malaysian and international literature. By situating 
ICT adoption within the realities of local authority governance, the study develops a context-
specific framework that connects national ICT policy ambitions with operational practices on 
the ground. Accordingly, the study has four objectives: 
 
i. Identify ICT applications across the DRM cycle in Malaysia. 
ii. Critically assess their effectiveness and limitations in supporting local disaster 

governance. 
iii. Examine institutional and inter-agency challenges constraining ICT integration at the 

local level. 
iv. Propose a context-specific framework to strengthen ICT-based disaster communication 

systems with relevance for other ASEAN countries facing similar governance challenges. 
 

This research contributes to disaster science and public policy in three main ways. 
First, it develops a Malaysia-specific ICT framework that aligns national policies with the 
operational realities of local authorities, addressing a persistent gap in existing scholarship 
(Leeonis et al., 2025; Mohamed et al., 2024; Sakurai, 2019). Second, it provides empirical 
insights through qualitative analysis of official documents, reports, and policies, clarifying how 
ICT tools are embedded or underutilized within the DRM cycle. Third, it advances policy 
discourse by offering actionable recommendations to enhance ICT-based disaster 
communication systems, relevant not only for Malaysian policymakers and disaster managers 
but also for ASEAN counterparts confronting similar governance and flood-related risks (Abid 
et al., 2024; Saad et al., 2024). By framing ICT adoption within local authority governance, the 
paper highlights that technological capability must be matched by institutional readiness, 
policy integration and inter-agency coordination. 
 
Literature Review 
The use of Information and Communication Technologies (ICTs) in disaster management has 
attracted increasing scholarly interest, particularly for their role in enhancing preparedness, 
enabling rapid response, and strengthening community resilience. A wide range of tools 
including Geographic Information Systems (GIS), Internet of Things (IoT) sensors, mobile 
applications and social media platforms have been deployed to support hazard mapping, 
monitoring, and early warning systems. However, their effectiveness remains uneven in 
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developing contexts where technical expertise, data availability and institutional capacity are 
limited (Alkhzaimi & Bakar, 2025; Leeonis et al., 2025; Tarigan, 2024). For instance, GIS has 
proven valuable for spatial risk analysis and resource allocation. So far, its application is still 
constrained by access to reliable datasets and skilled personnel. Similarly, IoT systems and 
mobile applications provide real-time monitoring and decision-making support (Zoha et al., 
2025; Mostafiz, 2022; Kumar et al., 2025), while social media offers low-cost, two-way 
communication channels, but these platforms often suffer from misinformation and reliability 
issues that can compromise response effectiveness (Mohamed, 2024; Kaur et al., 2022, Mohd 
Zahari et al., 2022). 

 
In Southeast Asia, digitalization and recurrent hydro-meteorological hazards have 

accelerated ICT integration into disaster risk management (DRM). Countries such as Indonesia 
and the Philippines have demonstrated the potential of community-based early warning 
systems and mobile disaster applications to improve local preparedness and citizen 
participation (Anggraeni & Alijoyo, 2025; Tolentino et al., 2025). Thus far, the regional 
experience also highlights enduring constraints uneven adoption, fragmented governance, 
and a persistent gap between informal peer-to-peer communication and formal disaster 
response frameworks (Abid et al., 2024; Sa’adi et al., 2024). These challenges reflect the 
broader tension between technological promise and institutional realities, a theme 
consistently emphasized in comparative DRM literature (Rosmadi et al.,2023). 

 
Malaysia illustrates these dynamics clearly. National-level initiatives such as InfoBanjir 

and MyCuaca have enhanced access to real-time flood information, but uptake by local 
authorities remains inconsistent, shaped by technical barriers and institutional weaknesses 
(Leeonis et al., 2025; Sa’adi et al., 2024). At the same time, grassroots reliance on informal 
platforms such as WhatsApp groups demonstrates the critical role of community networks in 
disaster communication (Mohamed, 2024; Abid et al., 2024). While these channels are 
effective for rapid dissemination, their exclusion from formal protocols raises concerns about 
standardization, accountability and accuracy. Moreover, ICT use in the recovery phase 
remains minimal, particularly in data reporting and institutional learning, limiting long-term 
resilience building (Abid et al., 2021). 

 
The adoption of communication technologies in flood disaster risk management in 

Malaysia can be understood through both the Technology Acceptance Model (TAM) and 
Institutional Theory, revealing a dual dependency: on user perceptions and on institutional 
frameworks. According to TAM (Davis, 1989), perceived usefulness (PU) and perceived ease 
of use (PEOU) drive the acceptance of technologies. In Shah Alam, local authorities have 
struggled to adopt digital communication mechanisms not because the tools are inherently 
inadequate, but because inter-agency coordination and data-sharing systems are weak, 
undermining the perceived benefit and accessibility of such technologies (Rosmadi et al., 
2025). This systemic fragmentation aligns with Institutional Theory (Meyer & Rowan, 1977) 
by demonstrating how institutional norms, limited governance authority, and resource 
constraints impede the practical utilization of technological interventions. Mabahwi et al. 
(2020) further corroborate this by highlighting how local flood-related agencies suffer from 
limited enforcement power, inadequate funding, poor cooperation, and communication 
breakdowns be the factors that institutional structures directly influence. Thus, while TAM 
underscores the significance of intuitive and beneficial technological design, Institutional 
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Theory contextualizes the structural and organizational barriers that hinder technology 
adoption in the context of flood risk management in Malaysia. 

 
This significant also considering the Sendai Framework for Disaster Risk Reduction 

2015–2030, which stresses the central role of local governments in risk reduction and 
resilience building (Sa’adi et al., 2024). Addressing this gap, the present study focuses on how 
ICT tools are adopted, adapted, and constrained at the local authority level in Malaysia’s flood 
DRM. By engaging with this “middle layer” of governance, the study aims to advance current 
debates by situating ICT adoption not only in terms of technological capability but also within 
the institutional realities that determine community-level outcomes. 

 
Methodology 
Table 1 summarizes the deployment of ICT tools across the four phases of the Disaster Risk 
Management Cycle (DRMC), while Figure 1 illustrates the policy–practice nexus that positions 
local authorities (LAs) at the centre of coordination between national ICT policies and 
community practices. Together, they provide a comprehensive picture of how 
communication technologies are utilised, adapted, and constrained in Malaysia’s disaster 
management context. 
 
Table 1 
ICT tools in disaster risk management phases in Malaysia 

DRM Phase ICT Tools / Platforms Key Functions Main 
Agencies / 

Users 

Strengths Weaknesses / 
Challenges 

Mitigation GIS flood maps, IoT 
river/rainfall sensors, 
remote sensing 

Hazard 
modelling, 
flood risk 
mapping, 
environmental 
monitoring 

DID, Local 
Authorities 

Identify flood- 
prone zones; 
support land- 
use planning 

Limited inter- 
agency 
integration; 
uneven adoption 

Preparedness Early warning systems 
(Sirens, SMS, CAP), 
MyCuaca, InfoBanjir, 
WhatsApp/Telegram 
groups 

Risk awareness, 
drills, 
information 
sharing 

MetMalaysia, 
DID, NADMA, 
Community 
leaders 

Early warning 
dissemination; 
community 
engagement 

Unequal ICT 
capacity among 
LAs; lack of 
training 

Response Social media 
(Facebook, Twitter, 
TikTok), NADMA 
dashboard, 
evacuation apps, 
hotlines 

Alerts, 
coordination, 
evacuation, 
collaboration 

NADMA, 
State 
Committees, 
NGOs 

Real-time 
updates; 
situational 
awareness; 
faster 
coordination 

Risk of 
misinformation; 
fragmented 
inter-agency 
communication 

Recovery MyFlood, e-Bencana, 
digital aid distribution 
(e-wallets,databases), 
GIS needs assessment 

Aid 
disbursement, 
rehabilitation 
tracking, 
accountability 

NADMA, 
Ministry of 
Finance, Local 
Authorities 

Aid 
distribution; 
post-disaster 
assessment 

Inconsistent data 
collection; ICT 
literacy gaps 
among staff 

Source: Table developed by the authors based on synthesis from policy texts (NADMA, 2023; 
Public Sector ICT Policy 2021–2025 (Jabatan Digital Negara, 2021), official reports (DID, 
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MetMalaysia) and recent studies (Leeonis et al., 2025; Mohamed, 2024; Abid et al., 2024; 
Sa’adi et al., 2024; Tarigan, 2024; Rosmadi et al.,2023; Sakurai, 2019). 
 
ICT in the Mitigation Phase 
In the mitigation phase, technologies such as GIS flood maps, IoT-based rainfall and river 
sensors and remote sensing applications have been introduced by agencies including the 
Department of Irrigation and Drainage (DID) and selected LAs. These tools support hazard 
modelling, zoning of flood-prone areas and environmentally informed land-use planning 
(Leeonis et al., 2024). However, the evidence indicates limited adoption and weak cross-
agency integration, which restricts the potential of these tools to systematically inform long-
term flood risk reduction. The uneven diffusion of such technologies reflects broader 
institutional capacity gaps, particularly at the local government level where technical 
expertise is inconsistent. 
 
ICT in the Preparedness Phase 
Preparedness activities are increasingly supported by geo-targeted SMS alerts, siren systems, 
simulation applications and platforms such as MyCuaca and InfoBanjir. Informal channels, 
particularly WhatsApp and Telegram groups, are also widely used for rapid information 
sharing at the community level (Mohamed, 2024; Abid et al., 2024). These technologies 
enhance early warning dissemination and strengthen local engagement. However, their 
integration into official disaster management protocols remains partial. Unequal ICT literacy 
and resource disparities across LAs further limit the consistent and reliable application of early 
warning tools (Sa’adi et al., 2024). 
 
ICT in the Response Phase 
During the response phase, social media platforms (Facebook, Twitter, TikTok), the NADMA 
dashboard, AI-based forecasting tools, evacuation apps and emergency hotlines play a critical 
role in enabling real-time communication, situational awareness, and rapid coordination 
(Mabahwi & Nakamura, 2024; Alexander, 2014). These technologies allow both authorities 
and citizens to share and access information almost instantaneously (Azmi & How, 2025). At 
the same time, however, reliance on social media exposes responders to misinformation, 
fragmented reporting and challenges of verifying data in fast-moving emergencies (Grace, 
2025; Reuter & Kaufhold, 2019). Inter-agency communication gaps further compound these 
risks, demonstrating that the effectiveness of ICTs depends as much on institutional 
coordination as on technical sophistication (Yap et al.,2023; AS et al., 2022). 
 
ICT in the Recovery Phase 
In the recovery phase, Malaysia increasingly employs GIS-based damage and needs mapping 
and digital aid distribution systems such as e-wallet and databases to improve transparency 
in aid delivery and post-disaster assessment (Tew et al., 2024; Iqbal et al., 2024; Ambikapathy 
et al., 2024; Mohamed et al., 2024). In practice, digital information systems platforms such as 
MyFlood and e-Bencana as documented in official agency materials are used alongside these 
geospatial and database tools to register beneficiaries, track assistance and support reporting 
(Mohamad Zain, 2024). While these initiatives signal a growing effort to institutionalize ICT in 
recovery, their impact has been constrained by inconsistent reporting practices, low ICT 
literacy among local staff and the absence of harmonized data-sharing protocols (Ghadge, 
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2022 & Setyawan et al., 2024). As a result, opportunities for institutional learning and long-
term resilience building remain underutilized. 
 
ICT in Disaster Risk Management Cycle (Policy–Practice Nexus) 
Figure 1 highlights the central role of local authorities as intermediaries between national ICT 
policies (NADMA Directive 1/2023, Public Sector ICT Policy) and community practices 
(residents, NGOs, grassroots leaders). While national-level policies provide clear direction and 
advanced technological tools, their successful translation into practice depends heavily on the 
capacity and willingness of LAs to embed these tools into operational structures. Community-
led communication networks, especially WhatsApp groups, illustrate the strength of 
grassroots mobilization but also underscore risks of accountability and standardization when 
informal systems operate outside official frameworks (Mohamed, 2024). 
 
 
 

Source: Adapted from the Disaster Risk Management Cycle (UNDRR, 2022) and synthesized 
from multiple ICT-related studies (Leeonis et al., 2025; Houston et al., 2021; Shaw et al., 
2017). 
Figure 1. Model for integrating ICT into the Disaster Risk Management Cycle in Malaysia 

 
This study is based on a combination of Technology Acceptance Model (TAM) and 

Institutional Theory. TAM is used to understand how local authorities (LAUs) accept and adapt 
communication technology based on perceived usefulness and ease of access. Meanwhile, 
Institutional Theory provides a framework to analyze how external factors such as NADMA 
Directive No. 1/2023 and the Public Sector ICT Policy 2021-2025 shape the LAU organizational 
structure in managing flood risk. This combination allows for a holistic analysis of the gap 
between digital policy and practice at the grassroots level. 

 
Taken together, Table 1 and Figure 1 indicate that ICTs play a dual role in Malaysia’s 

disaster risk management (DRM): first, as technical tools for hazard modelling, monitoring, 

GIS flood maps IoT 
river sensors Hazard 

Modelling 

Early warning system 

Simulation apps 

Community WhatsApp 

Digital aid (e-wallets) 

Post disaster reporting 

Needs assessment 

platform 

Social media alerts 

Mobile evacuation apps 

NADMA dashboard 

Community Practices 
(Residents, NGOs, Grassroots Leaders) 

Local Authorities (LAs) 

Policy-Practices Nexus 

National ICT Policies 
(NADMA Directive, Public Sector ICT Policy,MetMalaysia) 
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and communication; and second, as governance mechanisms that enhance coordination, 
accountability, and resilience building. However, their effectiveness remains uneven across 
DRM phases and is shaped by institutional capacities, system interoperability and the ability 
of local authorities to bridge the gap between policy and practice. These findings highlight the 
need for future disaster management efforts to prioritize capacity-building for local 
authorities, institutional harmonization across agencies and stronger integration of 
community-level communication practices into formal disaster governance systems. 
 
Conclusion 
This study examined the integration of information and communication technologies (ICTs) 
into local-level disaster risk management (DRM) in Malaysia. The findings show that tools such 
as GIS mapping, IoT sensors, mobile applications, and social media platforms are increasingly 
used across all four phases of the Disaster Risk Management Cycle (DRMC). However, ICT 
adoption remains fragmented, with local authorities constrained by limited expertise, poor 
interoperability, and inadequate resources. 

 
Based on these insights, three key policy recommendations are proposed. First, 

institutionalizing ICT-based contingency planning is critical, particularly through formal 
standard operating procedures, redundancy protocols, and regular simulation exercises 
(NADMA, 2023; UNDRR, 2022). Second, the effectiveness of ICT systems relies not only on 
infrastructure but also on human capacity. Building technical expertise through targeted 
training programmes and collaborations with universities, NGOs, and private sector partners 
is essential for strengthening ICT literacy and operational readiness (Ambikapathy & Hamid, 
2024; Nghia, 2023; Shaw, 2016). Third, stronger standardization and inter-agency 
coordination are needed. Adopting global frameworks such as the Common Alerting Protocol 
(CAP) could streamline warning dissemination, while partnerships with technology providers 
could enhance system resilience (Sakurai, 2019; Abid et al., 2025). 

 
This study also links ICT adoption directly to the Disaster Risk Management Cycle 

(DRMC) and identifies local authorities as a central layer of governance. It emphasizes that 
institutional trust, system interoperability and socio-political context are crucial factors in ICT 
adoption for disaster management, but these areas remain underexplored (Kaur et al., 2022; 
Ab Aziz, 2019). It is important to note that this study’s reliance on secondary documents limits 
visibility into informal and community-level communication practices. Future research should 
therefore adopt mixed method designs that combine interviews, surveys and quantitative 
assessments to triangulate institutional perspectives with lived community experiences 
(Fusch et al., 2018; Schreier, 2012). Comparative studies with other ASEAN countries such as 
Indonesia and the Philippines could further strengthen regional learning and identify lessons 
that are transferable across contexts (ESCAP, 2020; Kangana et al., 2024; Kong, 2024). 

 
In conclusion, this study highlights that ICT integration in disaster risk management 

(DRM) is not merely a technical issue but also a critical governance priority. Bridging the gap 
between national ICT strategies and local implementation requires a communication system 
that is coordinated, standardized, and community-focused (Sakurai, 2019). Strengthening 
institutional capacity at the local level would enable Malaysia to advance towards disaster 
management practices that are technologically resilient, socially inclusive and consistent with 
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the people- centred vision of the Sendai Framework for Disaster Risk Reduction 2015-2030 
(UNDRR, 2022; Nghia et al., 2022; Kaur et al., 2022; Shaw et al., 2017; Shaw et al., 2016). 
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